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Abstract

Federated learning (FL) has received a great deal of research attention in the context of
privacy protection restrictions. By jointly training deep learning models, a variety of train-
ing tasks can be competently performed with the help of invited participants. However,
FL is concerned with a large number of attacks involving privacy and security aspects.
This paper shows a federated learning workflow process and how a malicious client can
exploit vulnerabilities in the FL system to attack the system. A systematic survey of exist-
ing research on the taxonomy of federated learning attack surface and the classification is
presented. As with the FL attack surface, attackers compromise security, privacy, gain free
incentives and abuse the Confidentiality, Integrity, and Availability (CIA) security triad. In
addition, state-of-the-art defensive approaches against FL attacks are elaborated which help
to protect and minimize the likelihood of attacks. FL. models and tools for privacy attacks
are explained, along with their best aspects and drawbacks. Finally, technical challenges
and possible research guidelines are discussed as future work to build robust FL systems.

Keywords Federated learning - Security - Privacy - Attack surface - Cyber defence

1 Introduction

Federated learning is a technique that trains millions of AI models by learning from
the collaboratively shared model with the help of underlying devices. Currently, FL has
become a widely explored topic and has emerged as an alternative to the centralized
machine learning (ML) paradigm. Conventional machine learning cannot deal with ubiq-
uitous development due to its centralized infrastructure as it faces challenges such as data
computation distribution, limited upload bandwidth, and latency constraints Samarakoon
et al. (2020); Li et al. (2018). The purpose of federated learning is to train the global
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model with numerous participants or clients without distributing individual training data.
In the FL scenario, the privacy of each participant is guaranteed by localizing the train-
ing of the global model as a comparison to centralized ML where the raw data is pub-
licly outsourced to the main server Li et al. (2020a). Around the globe, data breaches have
become a major concern, with governments announcing privacy regulations for data pro-
tection such as General Data Protection Regulation (GDPR) in Europe Voigt and von dem
Bussche (2017), California Privacy Rights Act (CPRA) in the United States CPRA (2020),
and Personal Data Protection Act (PDPA) in Singapore Chik (2013). According to a report
by Thales Aimee O’Driscoll (2021), 49% of US companies, or almost half, have suffered a
data breach in the past. Likewise, Google was charged with $57 million for data breaches
by GDPR and that was a prevalent penalty in March 2020 Satariano (2019). Federated
learning is famous as "privacy by design" ensuring that personal data no longer needs to
be collected and stored. Primarily, FL assumes that user data is not accessible on a central
server because it is isolated, confidential, and exists only in distributed devices. FL prom-
ises to provide security and privacy by complying with its customers’ data security laws
House (2012). Furthermore, federated learning successfully works in various fields such
as health care, finance, smart cities, transportation, visual object detection, and next-word
prediction, etc. Jie et al. (2020); Chen et al. (2020); Long et al. (2020); Tan et al. (2020);
Zheng et al. (2021); Cheng et al. (2020); Liu et al. (2020a); McMahan et al. (2017). For
instance, recently a French rollout was revolutionized with the extension of a biomedical
ML model built on FL to preserve the control of patients’ personal data Kuchler (2019).
However, FL faces challenges in terms of security and privacy attacks as adversaries have
been focusing on data points which are employed in the training of models. Recent stud-
ies have elucidated several vulnerabilities in the FL settings related to privacy leakage and
security attacks Minghong et al. (2020); Bagdasaryan et al. (2020); Tolpegin et al. (2020);
Li et al. (2019); Zhao et al. (2020); Hitaj et al. (2017); Shokri et al. (2017).

In previous years, federated learning research has attracted many scholars and the
growth of publications has been exponential. In Fig. 1a, the total publications are portrayed
with respect to different years. The keyword “Federated Learning” is searched on the top
scientific research databases such as IEEE, ACM, Springer, and ScienceDirect by applying
the year-wise filter and it shows approximately 5x proliferation in research papers. In the
year 2020, more papers were published compared to previous years. Apart from that, till
August-2021, the graph shows the highest publication growth rate which creates an oppor-
tunity for hype. Likewise, Fig. 1b demonstrates the total publications with the keyword
“Federated Learning” and “Attacks” quest from the aforementioned top scientific research
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databases. Correspondingly, as in Fig. 1a, it also shows the highest ratio of publications
in the year 2021 till August. However, the publication’s growth velocity is very less in
previous years. Hence, the statistics attest a great adoption rate of federated learning secu-
rity research. In earlier surveys Li et al. (2020b); Lyu et al. (2020), researchers highlighted
the threat landscape of federated learning, including unique characteristics and security
attacks. However, the authors did not discuss the limitations of existing privacy-preserving
and security approaches in FL. Furthermore, defensive approaches to federated learning
are not addressed in the context of privacy and security attacks. This paper discusses the
FL environment with its vulnerable attack surface, FL tools and models against security
and and privacy attacks. Likewise, this paper attempts to fill the gap by delving into the
attacks, defensive approaches, shortcomings, challenges, and future directions.

The remaining of the paper is organized as follows. Section 2 discusses the background
knowledge of federated learning with its workflow and types. Section 3 goes over feder-
ated learning attack taxonomy with poisoning, inference, free-rider, and CIA security triad
attacks. Section 4 introduces the state-of-the-art techniques to secure the federated learning
attack surface. Section 5 illustrates the difficulties in federated learning security and pri-
vacy, as well as suggestions of some future directions to attain protection. Finally, sect. 6
collects concluding remarks as a conclusion.

2 Background

This section provides the background understanding of how federated learning works in
a continuous iterative method, and each iteration improves the performance of the model.
Undoubtedly, FL promises to provide demanding protections against attacks, but adversar-
ies are existed to destroy privacy and security as highlighted in this section. Furthermore,
data partitioning in FL is explained with its three types and real-world examples.

2.1 Federated learning working process

Federated learning is an innovative branch of artificial intelligence (AI) that opens new
horizons in machine learning. FL. makes it possible to train a model without the need to
transfer or store the training data into a central server. In this way, information can be
shared between clients and servers without compromising privacy.

In Fig. 2, the working process of federated learning is illustrated. Typically, the imple-
mentation of FL involves three subsequent steps:

1. Initial model updates: In the first phase, work typically starts by training a global model,
located on a central server , which serves as a baseline model just to start from it. From
the beginning of the training procedure, its main parameters are initiated and then the
global model is broadcasted as a machine learning model to the clients (the range of
clients may belong to "N clients") in the federated learning environment.

2. Local model updates: In the second phase, every client at its end locally trains the model
with the help of private data. Afterward, all clients send their local model updates to the
central FL server without compromising privacy. Periodically, the global model learns
from the local models and is improved over time. Furthermore, at any stage, the FL
server can add or remove clients during the training process.
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Fig.2 General working process of federated learning

3. Aggregated global model: In the third or final phase, the aggregated fully trained global
model is broadcasted to all clients. The aggregated global model is generated from
the aggregation of local models trained at the client level. FL enters an iterative state,
and with each iteration, the models placed in the central server update themselves and
become more personalized.

The total number of clients are supposed to be N and n; refers to the number of samples
from each client. At time ¢, FL server selects some clients k. N(0 < k < 1) randomly
form all clients and further asks them to update the global model with their local dataset.
According to McMabhan et al. (2017), federated learning mathematically expressed in Eq.
(1) with the Federated Averaging (FegAvg) algorithm.

i=1 t+1
T n
i=1 "

In above Eq. (1) w, shows the previous model updates at time ¢, whereas w, + 1 is the
updated model at time 7+ 1. Moreover, Awi + presents the updated changes in global
parameters by client i. Finally, # is the learning rate of global FL. model.

Federated learning is an uninterrupted iterative training process that repeats the second
and third phases as a means to maintain updated models of global machine learning for
all clients. In this context, the FL server coordinates with the entire federation of partici-
pating clients to synchronize the models on a regular basis. Apart from that, in federated
learning, the aggregation algorithm plays a crucial role that is used to bind local model
updates of the participated clients in the learning round Nilsson et al. (2018). In this con-
text, Google introduced the FegAvg algorithm McMahan et al. (2017), which was created
on the basis of the Stochastic Gradient Descent (SGD) algorithm. Similarly, another algo-
rithm named as SMC-Avg Bonawitz et al. (2016) was presented that truly lies on the notion
of Secure Multiparty Computation (SMC) algorithm. Last but not least, a modified version

YN Aw

wo+1l=w+7. (1)
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of FedAvg was proposed as FedProx to deal with the dissimilarity in the FL environment
Li et al. (2018). In the work of Wang et al. (2020), the authors have proved that Feder-
ated Match Averaging (FedMA) algorithm performs well in comparison with FedAvg and
FedProx algorithms, just in few rounds of iterations. Moreover, federated learning employs
security protocols such as secure aggregation and Differential Privacy (DP) to ensure the
clients’ information privacy as well as to protect them from attacks Bonawitz et al. (2017);
Geyer et al. (2017).

In secure aggregation, encryption is used to prevent the server from accessing specific
information. Under this condition, the server has only the right to access the average infor-
mation collected from thousands or millions of users. On the other hand, DP adds some
random data noise to the distinct summaries to obfuscate the results. However, FL is vul-
nerable to multiple attacks discussed in sect. 3, here is a general attack scenario demon-
strated in Fig. 3. According to Fig. 3, an adversary has a local malicious model and sends
malicious learning updates to the global model and vice versa. The adversary can be an
evil client or server who injects malicious nodes into the model. In this case, the adversary
plays the role of an insider adversary and each client downloads the global model that is
transferred from the central malicious server. After sufficient training and multiple itera-
tions between the FL clients and FL server typically named as a communication round, the
model is updated on each connected device. In recent studies Kairouz et al. (2019); Bhow-
mick et al. (2018); Ma et al. (2020), there is evidence that the communication of model
updates exposes sensitive data of associated clients and promotes security issues.

2.2 Types of federated learning

The distributional properties of the data are classified into three types, namely Vertical
Federated Learning (VFL), Horizontal Federated Learning (HFL), and Federated Transfer
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Fig.3 Vulnerable federated learning system
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Learning (FTL) Yang et al. (2019). Generally, the preparation for launching the federated
learning environment starts with a categorization of data with respect to features as illus-
trated in Table 1. As different parties are involved in the federated learning environment
and they can choose desired data partition type settings. Suppose, matrix D; and D; shows
that the data belongs to each data holder i and j, respectively. In a matrix, each row and col-
umn represents the samples and features, respectively. Furthermore, X is used to indicate
the feature space, Y shows the label ID and / is for sample space.

Vertical or feature-based or heterogeneous federated learning contains datasets with
diverse kinds of features but have identical sample space. For instance, two different organ-
izations such as banks and an e-commerce have different features in terms of expenditure
behavior, credit card rating, browsing, and purchasing history of users, respectively. In this
case, if both companies need predicted ML models on the basis of user information for
product purchases. The vertical FL. aggregates these various kinds of features, calculates
the training loss and gradients by considering the privacy-preserving mechanism to con-
struct the model. In previous studies Hardy et al. (2017); Nock et al. (2018), a privacy-pre-
serving logistic regression model was introduced based on the VFL structure. Furthermore,
in the work of Cheng et al. (2019) authors designed the SecureBoost in the environment
of a vertically divided dataset. Nevertheless, discussed methods are applied in ML logistic
regression model, so VFL needs much progress to apply in other ML approaches.

Besides, the horizontal or sample-based, or homogeneous FL, have identical features
but differ in terms of sample or data. One of the famous example of HFL, that it is applied
by Google to manage the updates in Android phones. In the work of McMahan et al.
(2016), the authors build the secure client-server framework based on HFL settings that
allow to build a global FL with the collaboration of client devices and server sites. Fur-
thermore, the approach named with deep gradient compression Lin et al. (2017) was pre-
sented to decrease the communication cost in large-scale distributed training environments.
Both HFL and VFL have used similar security protocols such as homomorphic encryp-
tion (HE) and secure multiparty computation (SMC) McMahan et al. (2017); Araki et al.
(2016). In HFL, the central server frequently belongs to honest but curious and exposes
the gradients of every client that causes information leakage. For this purpose, SMC is
applied Bonawitz et al. (2017) and results proved that privacy is considerably enhanced by
encrypting the model gradients. Likewise, Wei et al. (2020) suggested the VFL approach
and applied homomorphic encryption for risk management. In accumulation to VFL and
HFL, one more type of federated learning is FTL which has two different datasets, samples
and features. In the work of the authors Liu et al. (2020b), FTL is applied to achieve a flex-
ible and effective model without compromising the privacy of clients. Moreover, the real-
time example of FTL is not much different from VFL as explained in Chen et al. (2020), a
global personalized model is provided on wearable IoT devices of a specific user. In litera-
ture Nadiger et al. (2019); Lim et al. (2020), some studies belong to Federated Reinforce-
ment Learning (FedRL), that implements the federated transfer learning from the trained
security model.

Apart from, different types of data availability are also considered in FL such as
cross-silo and cross-device Kairouz et al. (2019). The cross-silo FL is applied where cli-
ents are on a small scale, whereas the cross-device FL approach works with a big num-
ber of clients that have common interests from the global model. For instance, a great
number of clients including mobile applications and IoT are best fits in cross-device FL.
However, security in IoT devices are also at risk and increasing day by day as defined in
Radanliev et al. (2021). The authors Zhang et al. (2020) developed the framework with
Federated Al Technology Enabler (FATE) FATE (2021) to explain the cross-silo with
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homomorphic encryption. Furthermore, cross-silo FL applications are implemented in
countless areas including electronic health records FeatureCloud (2021), smart manu-
facturing Musketeer (2020), and finance risk prediction FedAl (2020), etc.

3 Taxonomy of attack surfaces for federated learning

The attack surface of federated learning is an overview of vulnerabilities in FL settings
that are exploited by adversaries. In general, attacks are launched by compromising the
security of the central servers or local devices or participants in the federated learn-
ing workflow. Moreover, once an attacker gains access to the federated learning ecosys-
tem, the training parameters, aggregated model updates, and learning outcomes can be
altered. FL viable attacks can be described in terms of their source and nature, etc. In
Fig. 4, a taxonomy of FL attacks is visualized and their different types are explained in
the below subsections.
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Fig.4 Taxonomy of federated learning attacks
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3.1 Poisoning attacks

The objective of a poisoning attack is to converge a benign model into a wrong model
and it has a high probability of occurrence in the FL environment Kairouz et al. (2019);
Bhagoji et al. (2019). Each participant in FL can equally access the training data, in this
case, malicious data can be added by an adversary or malicious clients to the global FL
model as visualized in Fig. 5. Each participant sends the updates to the central server
then gets a fully trained FL. model. So, the poisoned updates affect the training datasets
or the local model, thus indirectly poisoning the global model and reducing the model
accuracy. In federated learning settings, poisoning attacks are divided into two catego-
ries such as targeted and untargeted attacks Huang et al. (2011).

The targeted attacks Minghong et al. (2020); Baruch et al. (2019); El Mhamdi et al.
(2018) have an aim to poison the specific labelled data whereas untargeted attacks Bag-
dasaryan et al. (2020); Bhagoji et al. (2019) can randomly affect the model accuracy
by disregarding the specific test input. In general, targeted attacks are more difficult to
launch as an adversary must achieve a particular goal. Furthermore, targeted attacks are
classified as data and model poisoning attacks.

Data poisoning attacks in the FL settings ensure to manipulate the dataset at the cli-
ent end rather than directly poisoning the central model. Basically, adversaries make
alerts to use the client datasets in the process of model training through the clean label
and dirty label attacks. In the work of Fung et al. (2018), authors demonstrate that the
FL environment is vulnerable to label flipping attacks in the context of dirty labels. Fur-
ther, the authors show the attack success rate and then introduce the defensive mecha-
nism. Consequently, the proposed attack mitigation method efficiently counters the data
poisoning attack. Likewise, another researcher Tolpegin et al. (2020), investigated the
data poising attacks against a federated learning environment and showed their negative
impact on the global model in terms of accuracy and recall. The experiment is con-
ducted with a small plus large number of malicious clients to achieve the targeted poi-
soning ratio in the later iteration rounds. Finally, an approach is suggested to identify

Federated Average

Global Model Poisoned Model
[ __________________ =
Normal Normal . Normal |
| dates Updates Poisoned Updates Updates
| A A A |
—| |
K]S €8 B L[Seee o[]S
| Client 1 Client 2 Adversa;y Client N |

Fig.5 Poisoning attack in a federated learning environment
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the malicious clients in FL to evade poisoning attacks. As a result, the FL. aggregator
successfully isolates malicious and benign participants.

Besides, in model poisoning attacks an adversary directly manipulates the model rather
than inserting malicious data into the training datasets. In the literature Bhagoji et al.
(2019), researchers explored that model poisoning attacks are more harmful in compari-
son with data poisoning attacks. Moreover, model poisoning attacks through explicit and
stealth boosting attacks are explained. The explicit boosting attack works based on trivial
attacks with local malicious updates. By keeping the selected target in mind, adversaries
train the updates. In a stealth-boosting attack, the attacker adds more loss terms to maintain
some acceptable accuracy of the model and make sure that the malicious updates should be
close to the benign updates. Zhou et al. (2021), presented the deep model poisoning attack
by injecting malicious neurons into the global model and proved that it is more robust and
persistent in FL scenarios. Accordingly, experiments have depicted that a novel model poi-
soning attack achieved the highest attack success rate, and is related to stealth which can
easily evade prevailing defense methods Blanchard et al. (2017); Sun et al. (2019).

The untargeted attacks such as a sign-flipping attack do not alter the magnitude of model
weights. For this purpose, malicious participants flip the sign of local model updates and
fail the defensive mechanisms. In addition to the type of untargeted attack, the second type
is additive noise attack, in which adversaries add the Gaussian noise to local model updates
that ultimately degrading the model performance. However, adding some noise is used to
safeguard data privacy. Note that, adding excessive noise can compromise the model accu-
racy Li et al. (2019). Finally, yet importantly, in the types of untargeted attacks, there is
also a byzantine attack in which the client deviates from its normal behavior to malicious
or abnormal behavior in the FL environment Li et al. (2019). Two reasons are the main
causes of abnormal client behavior 1) an adversary can disguise itself and act like a normal
client and 2) software or hardware defects may occur on the client side. So, it is necessary
to detect the byzantine attacks to prevent allocating the rewards or incentives to the mali-
cious concealed clients Kang et al. (2019). In Table 2, existing poisoning attacks studies
with their defensive strategies and future work are listed.

3.2 Inference attacks

The inference attacks aim to exchange gradients that cause information leakage in federated
learning frameworks Hitaj et al. (2017); Phong et al. (2018); Zhu and Han (2020). Infer-
ence attacks have a great severity of privacy leakage and can be launched through mali-
cious centralized servers or clients in the FL. workflow. In Fig. 6, inference attack is illus-
trated as an adversary inferring the information through gradient leakage. At each round
n, an adversary downloads the current model, calculates gradient difference, and sends its
local updates to the central server to update the global model. Furthermore, the adversary
saves the model parameters X, and computes the difference between successive model
parameters as shown in Eq. (2), which is equal to aggregated updates of k participants.

AX, =X, , = ) AX 2
k

Accordingly, the aggregate updates of all participants except the adversary are shown in
Eq. (3), where adv stands for adversary. Conclusively, aggregated or updated gradients
cause an exploitation of data privacy.
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Fig.6 Inference attacks in the federated learning environment

Y = AX, — AX‘Y 3)

In Table 3, existing studies related to inference attacks such as membership inference
attack, reconstruction attack, and feature inference attack, etc. are discussed with their
type, objective, datasets, and future work.

3.2.1 Membership inference attack

The membership inference attack (MIA) has an objective to infer the hidden features of
training data in contradiction of the learning model. MIA has an ability to decide whether
the presented samples belong to the training data or not Shokri et al. (2017); Chen et al.
(2020). For instance, assume that W, denotes that words are included in the updates AX,,.
During training, the adversary collects the vocabulary set such as [V,..., V,]. The text
record r, with words W, an adversary can test if W, C V,, for some i in the vocabulary set.
If r is the targeted dataset, in this case, W, will contain at least one vocabulary from the set.
Hence, the adversary will use this to decide either r is a member or not.

In literature, firstly Melis et al. (2019) presented the membership inference attack for the
FL process by using a batch classifier to infer properties during the learning phase. Like-
wise, Nasr et al. (2019) proposed a novel approach to privacy-preserving FL systems using
a white-box membership inference attack. Moreover, researchers explored the vulnerability
of the SGD algorithm that is lying in passive and active inference attacks. In the work of
Hitaj et al. (2017), the authors exploit the shared model through mislabeled samples into
the learning phase by implementing the Deep Convolutional Generative Adversarial Net-
work (DCGAN). The presented attack shows its effectiveness in obfuscated parameters and
proves that DP is an unsuccessful approach under the proposed attack.

3.2.2 Reconstruction attack

In a reconstruction attack, the adversary has an aim to reconstruct the samples from learn-
ing model parameters Fredrikson et al. (2015). The authors in Yang et al. (2019) proposed
the reconstruction attack in the settings of black box and worked on reversing the original
model throughout the training process. In the study of He et al. (2019), researchers pre-
sented the model inversion attack under the white box and black box structure to recover
inference data. In the case of inference task distribution, any malicious client can perfectly
recover random inputs, even if other clients’ data or calculations are not within its access
rights.
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3.2.3 Property inferencing attack

The property inference attack is an attempt to extract properties from training data Truex
et al. (2019). The adversary tries to recognize data patterns and then expose them, maybe
the owner of the model producer does not want to reveal them. Melis et al. (2019), pre-
sented that how an attacker infers the properties of learning data with the help of some aux-
iliary data. Furthermore, in the study of Zhang et al. (2020), an attacker infers the sensitive
attributes of other parties’ datasets in collaborative learning settings.

3.2.4 Training input and label inferencing

Recently the authors Zhu and Han (2020) explained the deep leakage gradient (DLG)
that exploits the training input and labels in a very small number of iterations. Similarly,
another attack improved deep leakage through gradients (iDLG) Zhao et al. (2020) are
presented which mines the labels from mutual gradients by manipulating the connection
between labels of associated gradients. Moreover, in the study of Wang et al. (2019) infer-
encing label were shown in a single iteration round with the aim of stealing the quantity
information.

3.2.5 Attribute inference attack

In an attribute inference attack, the adversary has an intention to de-anonymize the record
holder and disclose sensitive information from clients’ private data Kairouz et al. (2019).
The sensitive information may include gender or location etc. In the work of Luo et al.
(2020), researchers explained privacy leakage in vertical federated learning at the model
prediction stage. For evaluation, the proposed attack is implemented on different datasets
and the highest attack success rate were demonstrated for the required protection approach
in VFL settings.

3.2.6 Quantity estimation attack

The attackers obtained information from the trained model with inadequate power and also
get a quantity of each label that leads to a quantity estimation attack. Wang et al. (2019),
discussed the inference attack in the context of composition proportion that causes to leaks
of different labels in the federated learning process. The adversary has an aim to slink a
quantity information from the desired participants after that hits the quantity proportion of
all clients at various training phases. Furthermore, the authors launched the attack in pas-
sive settings and were unable to detect it by intrusion detection methods.

3.3 Free-rider attacks

In general terms, a free-rider is any individual who gains advantage from resources, ser-
vices of collective nature, and public goods but does not pay at all. In literature, free-rider
attacks are broadly discussed in the context of a peer-to-peer environment Tseng and Chen
(2011); Feldman et al. (2006). However, in this paper, the free-rider attacks are explored in
FL settings. In federated learning systems, each client has to contribute and in this regard,
clients get incentives or rewards. In Fig. 7, it demonstrates that some clients act as free-rid-
ers, send fake updates to the global model, and receive an incentive for free. The free-rider

@ Springer
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Fig.7 Free-riding attacks in the federated learning environment

attacks got rewards in two ways 1) save local resources by not sharing them and 2) not will-
ing to share local data in the training process of global model but consume the computing
power.

In the study of Lin et al. (2019), researchers investigated the free-rider attacks and sug-
gested a robust defensive approach as Standard deviation-Deep Autoencoding Gaussian
Mixture Model (STD-DAGMM), which has an ability to identify free-riders and thwarts
them from receiving aggregated model updates along with pecuniary rewards. Free-rid-
ers use the arbitrary generated values instead of gradient updates and the authors show
that free-rider attack can easily bypass the autoencoder approach. A new type of attack
is launched named as delta weights attack to generate the gradient updates and that can
escape from the Deep Autoencoding Gaussian Mixture Model (DAGMM) method Zong
et al. (2018). However, STD-DAGMM potentially mitigates the attack and detects them
with certainty. Moreover, Fraboni et al. (2021) developed a theoretical framework for free-
rider attacks in federated learning workflow based on the model averaging. The authors
proved that returning the global model in each iteration leads to a successful plain free-
riding attack. In addition, disguised free-riding attacks are explored, relying on stochastic
perturbations. Besides, in future work, it is necessary to investigate the optimal disguised
free-riding attacks and cyber defences.

3.4 CIA security triad attacks

CIA triad ensures the confidentially, integrity, and availability to deploy as an ideal secu-
rity model. Federated learning-based ecosystems face attacks in CIA security attributes. In
Fig. 8, attacks are demonstrated with the CIA security triad in the FL environment.
Attackers compromise the confidentiality of data and leak sensitive information Bom-
masani et al. (2021). The attack on confidentiality in the FL environment relates to the
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Fig.8 CIA security triad attacks in the federated learning environment

inference attacks. Generally, FL information leakage is done through exchanging the gra-
dients during the training process of the model. The gradients are created based on the
participants’ confidential data. Furthermore, model updates and inspection of data cause to
expose multiple features of the data Zhao et al. (2020). Apart from that, an attack on integ-
rity leads to dishonest action such as sending incorrect updates and modifying the model
by adding malicious nodes. Both FL server and participants can manipulate the model
results and send less accurate results to others. Similarly, availability is affected through
communication bottlenecks and the highest dropout ratio of clients during the model train-
ing process. With constant up-gradation in hardware capabilities, computation overhead
has been reduced. Authors Radanliev and De Roure (2021), reviewed the Al algorithms
which are operated on low memory devices and proposed an approach by integrating the
IoT devices and datasets to maximize the efficiency. However, communication overhead in
FL, can be a bottleneck in the training process of large deep learning models Smith et al.
(2017); Stich (2018). For instance, the ResNet-50 model comprises 23.5 million param-
eters that faces an overhead of 94MB and the weight is encoded with 4 bytes. A standard
FL framework allows the clients to submit model updates to the FL server in each train-
ing round. So, hundreds of communications rounds are required to fully train the model
in FL that poses a hurdle. In this context, compression is implemented to overcome the
communication cost but it causes a decrease in model accuracy. Moreover, participants
unexpectedly dropout from the FL system during the model training and resulting in fur-
ther updates unavailable. The dropout of clients occurs due to network issues or the client
explicitly leaves the training process. Consequently, the dropout of clients has produced
fruitless results and causes fairness issues during model synchronization in FL Nishio and
Yonetani (2019); Huang et al. (2020). Similarly, a compromised FL server by a Distrib-
uted Denial of Service (DDoS) attack makes updates inaccessible for all clients. Besides,
CIA triad security attributes, the authentication and authorization of clients are also com-
promised. Attackers create multiple fake identities such as sybil attacks making it hard to
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detect genuine participants, who control various malicious participants at the same time
Fung et al. (2020). Additionally, sybil clones mount the poisoning attack in FL settings
and the attack effectiveness is increased by using sybils. In presence of only two malicious
sybils and ten honest participants, attack success shows a 96.2% ratio Fung et al. (2018).

4 State-of-the-art: securing federated learning attack surface

In this section, we elucidate the various defensive strategies proposed in the literature for
securing the FL environment against different attacks. Defensive approaches are found in
the existing work are grouped by their underlying protection types.

Figure 9, demonstrates the state-of-the-art cyber defense techniques in the perspective
of security and privacy in the FL environment. Furthermore, federated learning tools and
models are discussed, which are mostly used in current studies. Despite that, very limited
research has been found on frameworks for FL attack protection. The security and privacy
approaches are defined in order to overcome the poisoning and inference attacks in FL,
respectively. In the case of CIA security tried approaches see subsection 4.5 the privacy-
preserving, verification, and integrity-related terms are considered from literature to pro-
vide a safe FL environment. Finally, FL built-in tools such as TensorFlow Federated (TFF)
Developers (2021), PySyft OpenMined (2021), and PaddleFL Wang (2019), etc. are used
to provide security measures against FL attacks. However, these tools have some shortcom-
ings such as poor documentation, partial support of other libraries, and are unable to pro-
vide alternative privacy solutions.

MLGuard

- | PDGAN
Security Approaches j———
\ FLGuard

PySyft
FATE
/[ Tools/Framework [ TensorFLowFederated
State-of-the-Art: FL-DP
Securmg Federated Matrix Factorization o FedMF

Learning Attack \—-[ Security Models ]ﬁ\ Generative Model © GRAFFL
Surface

HybridAlpha

B A h mMGAN-AI
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Fig.9 State-of-the-art: securing federated learning attack surface
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4.1 Defensive approaches against security attacks

Insufficient approaches have been improved to secure the federated learning system over
poisoning attacks. In Fig. 10, attacks with defense techniques are portrayed. Furthermore,
in Table 4, an overview of defensive approaches are illustrated with the root causes of
attacks and their impact. Generally, poisoning attacks fall under the category of security
attacks in the federated learning ecosystem.

A Poisoning Defense Generative Adversarial Network (PDGAN) Zhao et al. (2020), a
unique approach, is presented to defend poisoning attacks. PDGAN successfully recon-
structs the training samples from model updates and investigates the accuracy of each cli-
ent model by employing the generated data. Consequently, whichever participant’s accu-
racy falls below a predefined threshold is marked as a malicious client and is removed
form the training process. Likewise, another approach FLGuard Nguyen et al. (2021) has
been proposed to protect against backdoor attacks. FLGuard maintains the accuracy of the
aggregated model and its effectiveness has been extensively calculated on various datasets
including image classification, IoT intrusion detection, and word prediction. In this case,
experimental results indicate that FLGuard has no effect on the accuracy of the aggregated
model and provides full protection against backdoor attacks. For the detection of data
poisoning attacks, alternative defensive strategies are explored in Tolpegin et al. (2020);
Khazbak et al. (2020) and the authors aim to persevere the clients’ privacy and mitigate
the success ratio of attacks. Furthermore, another approach named attestedFL. Mallah et al.
(2021) is introduced to defend against model poisoning attacks, consisting of three aspects
such as 1) attestedFL-1, which ensures the convergence of local model with the global
model, 2) attestedFL-2, which observes the angular distance of local model updates dur-
ing node training, and 3) attestedFL-3, which eliminates the local model updates where
performance is not augmented. For the detection of untargeted poisoning attacks an auto-
encoder-based anomaly detection and an aggregation algorithm method are explained Li
et al. (2019); Fu et al. (2019). Other approaches So et al. (2020); Xu and Lyu (2020), such
as Byzantine-Resilient Secure Aggregation (BREA) and Robust and Fair Federated Learn-
ing (RFFL) are initiated as resilience approaches for byzantine users whose objective is to
exploit models and datasets. For both approaches, the results indicate the acceptable accu-
racy for byzantine users.

4.2 Federated learning tools against privacy attacks

In literature, there are few federated learning tools that work with differential privacy tech-
niques to secure data. The famous open-source FL tools include the tensor flow federated
(TFF) Developers (2021), federated Al technology enabler (FATE) FATE (2021), Pad-
dleFL Wang (2019), PySyft OpenMined (2021), and federated learning and differential pri-
vacy (FL and DP) Sherpa.ai (2021) are reviewed in Table 5. The tools are elaborated with
their supported operating systems (OS), features, and shortcoming. PaddleFL provides the
industrial framework with a high-level interface and differential privacy mechanism. With
differential privacy, some noise is inserted into model updates to make the attack unsuc-
cessful. Initially, DP provides a defence against privacy attacks but now it also protects
against data poisoning attacks Ma et al. (2019). Injecting the noise into model parameters
prevents information leakage from gradients. However, the insertion of noise in model
parameters causes to pollute the accuracy of the model. Apart from the DP mechanism,
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Fig. 10 Defensive approaches against federated learning security attacks

PaddleFL has poor documentation to guide the community. Comparatively, FL. and DP
have rich documentation and tutorials. Furthermore, it is used to simulate targeted feder-
ated attacks. Through attack simulation tools the effectiveness of the security system has
been tested. Another federated framework FATE, works well with deep learning but has
not applied any DP algorithm. Obviously, it is necessary to consider the TFF, developed
by Google, has both high and low-level interfaces for federated learning. Furthermore, it
has built-in training datasets but has the longest training time. PySyft from OpenMined has
an exception of supporting various operating systems (OS) such as Mac, Linux, Windows,
i0S, and Android. Additionally, it is compatible with Pytorch and TensorFlow. Last but not
least, FL. and DP provide solutions for clustering tasks, implement with AI mechanism, and
preserve data privacy.

4.3 Federated learning models against privacy attacks

In previous studies, a few Federated Learning Models (FLM) were discussed, which
overcame the issue of privacy leakage. The concept of matrix factorization (MF) was
studied under machine learning Koren et al. (2009), but now it required urgent research
to investigate the MF from the perspective of federated learning privacy. In existing
research, MF privacy-preserving is divided into two types such as obfuscation and
encryption-based techniques Kim et al. (2016); Berlioz et al. (2015). In the work of
Chai et al. (2020), the authors presented federated matrix factorization (FedMF) and
overcame the shortcomings in terms of no accuracy lost, because data obfuscation and
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crypto services were not implemented. Each user calculates the gradients locally and
uploads them to the server in place of raw data. In this way, the FedMF framework
ensures model learns by uploading the gradients’ information individually from each
user at the server. Though it seems that uploading the gradients to the FL server does
not leak the information, but it still does. To deal with this situation, the security of
FedMF is increased by applying homomorphic encryption. Consequently, the effi-
ciency of FedMF is acceptable in the case of a small dataset, however, in the case of
large dataset systems it increases the overhead. Besides, the generative model in feder-
ated learning is explained in Hahn and Lee (2020). Researches presented the Gradient-
Free FL framework known as GRAFFL to train the model in horizontal distributed
settings instead of locally. In GRAFFL, models are locally trained but they have a pre-
agreed structure and share the latest gradients with the central server. Furthermore, it
ensures that gradients and model structure are not revealed to the local clients. Hence,
the global model is trained at the central server (CS) as well as secure the model struc-
ture. In addition, Sufficient Auto-Encoder (SuffiAE) is used to obtain a summary of
statistics, instead of deploying raw data as it leads to computational inefficiency.

4.4 Defensive approaches against privacy attacks

Federated learning offers substantial improvement for privacy preservation, but, its
surface remains vulnerable to privacy attacks as discussed in sect. 3. In the literature,
few approaches are available to prevent FL privacy attacks as revealed in Table 6. Xu
et al. (2019), introduced the HybridAlpha that implements the DP and SMC proto-
col to mitigate the threat of malicious aggregators and clients to inferring personal
information. The authors applied the approach both theoretically and experimentally
in order to guide the cryptosystems to be adequate for FL. For experimental evalua-
tion, the MNIST dataset was used and showed efficient training time, less communi-
cation cost, and guaranteed privacy protection. Similarly, Li et al. (2020c), presented
the general procedure to protect multimedia privacy in FL during an iteration of a
global model. The encryption scheme was introduced and the privacy was improved
by removing hidden attributes in FL. Moreover, extensive experiments, which were
deployed on various attacks capable of stealing multimedia privacy in FL, were con-
ducted to validate the proposed solution. Finally, discernible results are provided for
the eradication of residual multimedia features. Additionally, it has no computational
overhead nor accuracy loss. Another model LDP-Fed Truex et al. (2020), is proposed
to effectively train the complex models while protecting against inference attacks at the
end of each client. On a short note, LDP-fed has an ability to deal with complex mod-
els, locally defined privacy guarantees, and protection from inference attacks in the FL
environment. In the work of Wang et al. (2019), researchers launched the defensive
mechanism against the GAN-based reconstruction attack. The effectiveness and supe-
riority of the mechanism were shown by conducting exhaustive experiments and fruit-
fully recovering the samples from a particular user. Naseri et al. (2020), introduced the
local and central differential privacy (LDP/CDP) for FL to mitigate the membership
and property inference attacks. In comparison with LDP, the CDP gives better accu-
racy in the detection of backdoor attacks. For the future, it is essential to propose more
defensive approaches against inference attacks.
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4.5 Defensive approaches against CIA security attacks

Defense methods for CIA security attacks help to offer robustness and decrease the pos-
sibility of risk in the FL system. A Trusted Execution Environment (TEE) Subramanyan
et al. (2017) was introduced as a high-level confidential system for deploying the veri-
fied codes. With TEE, digital trust is implemented by securing linked devices in the FL
system. The TEE has a competency to create an isolated and cryptographic structure
with authorizing end-to-end security against the insertion of incorrect training results.
Furthermore, TEE guarantees the confidentiality, integrity, privacy, authentication, and
authorization of data. Authors in Chen et al. (2020), applied TEE for providing integrity
and privacy in the FL ecosystem. To maintain the correct results of the model, a train-
ing integrity protocol is executed with TEE in FL where servers and clients are bound
collaboratively. It can detect adversaries who violate the availability of trained models
during the communication rounds. Hence, the training integrity scheme is helpful where
confidentiality and availability are the concerns in federated learning settings. Guowen
et al. (2020), proposed the VerifyNet which aims to verify the correct results received
from the FL server. Additionally, a double masking protocol is used to assure the con-
fidentiality of data throughout the FL learning process. Likewise, a Privacy-Preserving
Federated Learning (PPFL) Mo et al. (2021), is proposed to protect the FL ecosystem
against privacy attacks. In PPFL, TEE is used for local model training on clients and
secure aggregation of the model on the server. TEE confirms that gradient updates are
obfuscated to adversaries and prevents the hacking of the central FL server, clients, and
gradient leakage.

5 Challenges and future directions

Federated learning needs to consider the protection of privacy and security attacks, as
well as the detection of dishonest participants who collects the incentives or rewards
freely. A set of critical federated learning challenges and potential future directions that
need to explore in upcoming researches are defined in this section. Based on our investi-
gation, we have provided the list of questions as below:

5.1 Challenges

1. High Latency Rate, Low Bandwidth, and Communication Bottlenecks: The FL involves
the notion of increased latency and low bandwidth rates. In conventional cases, it needs
low latency for swift learning from the backpropagation method. This task is easily
achieved in ML, but with millions of devices used to train the algorithm. It slows down
the learning process and creates a high latency rate. Furthermore, bandwidth is a techni-
cal issue in FL as most of the settings are accompanied by wifi or 4G. The bandwidth of
wifi or 4G is insufficient for the FL environment that induces the high latency and makes
the algorithm training process relaxed. The bandwidth of the device has not improved
compared to the increased computing power of the device, which creates a bottleneck
in communication. It is recommended that 5G and B5G technologies are used in the
FL environment and that communication costs are addressed by considering model
compression and quantization methods.
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2. Contribution Measurements and Attack Incentives: In sect. 3, we have discussed the
free-rider attack who gained incentives by participating in sending the fake local model
updates. In the perspective of incentives, adversaries freely gained the profit and instan-
taneously decrease the computational resources that have been deployed in the model
training process. From an incentive perspective, the adversary is free to gain profit
and immediately reduces the computational resources deployed in the model training
process. More research is needed on free-rider attacks in terms of contribution meas-
urements and rewards. In further research, other incentive strategies to detect spurious
model updates should be explored, which is a more interesting topic. Some methods
such as assigning the specific scores to honest and malicious participants after detection
may be helpful in recognizing the true participants for algorithm training. Furthermore,
defensive strategies are required under FL settings for free-rider attack, as more workers
participated, in order to enhance the accuracy of the FL system.

3. Federated Learning Protection Frameworks: At this time, some FL tools are available
that are implemented in a federated learning environment such as TFF, FATE, PaddleFL,
PySyft, and FL and DP which are elaborated in sect. 4.2 with their features and limita-
tions. Among these frameworks, at the moment only FL. and DP support the federated
attack simulation. Accordingly, to develop FL frameworks with the aim of providing
maximum privacy protection features should be the future avenue of research.

4. Privacy and Security Approaches: In sect. 3, we have discussed several privacy and
security attacks, which show that conventional FL does not guarantee data protection.
The updated global model contains traces that cause the leakage of private and sensitive
data. Previously, in federated learning, SMC and DP approaches are applied to protect
information from adversaries but they have some cons such as hiding the particular
updates from the clients and adding noise leading to reduce the model accuracy, respec-
tively. The SMC required cryptographic techniques like Homomorphic Encryption (HE)
Hardy et al. (2017), secret sharing, and additive masking Acs and Castelluccia (2011)
methods. They cause large computation overhead in terms of encryption and commu-
nication cost. Hence, other techniques are required in order to resist potential attacks.

5. System Heterogeneity and Training: To train data on different devices is a challenging
task and it is essential for federated learning to integrate data from various devices.
Furthermore, FL has a slower impact to influence the convergence in comparison with
ML. In this context, training smaller models with compressing techniques can increase
the speed of convergence. A recent study Mime Karimireddy et al. (2020), is aimed at
the development of future algorithms but it requires additional approaches to deal with
this problem.

Apart from that, the federated learning environment suffers from multiple attacks as dis-
cussed in sect. 3. In the literature, there is no simple and straightforward approach available
to defend against FL attacks due to privacy constraints.

5.2 Future directions

A Federated learning ecosystem needs extensive considerations to provide a secure and
vulnerability-free surface to achieve optimized outcomes. In this regard, traceability of
communication rounds between FL server and participated clients should be established to
monitor the activity of model training. Traceability helps to detect internal vulnerabilities
of throughout the FL life cycle. The traceability can be achieved through an unforgeable
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ledger to make sure what data is employed by which training model. For instance, Owkin
(2021), aims to connect the world with the first federated virtual laboratory empowered as
privacy-preserving. Before aggregating the model, it should be filter out the model updates
related to the malicious and benign ones. However, higher chances are still existed to cor-
rupt the global aggregated model by crafting the local model updates to service providers.
In this context, the root of trust between the parties is necessary to establish. Furthermore,
implementation of bootstraps trust and assigning the test scores are helpful to cope with
trust challenges Cao et al. (2020). Besides, the future may include a hierarchical root of
trust structure that would include multiple subsets of samples at different trust levels. As
trustworthiness and transparency of data are the critical issues and they are also essential
building blocks to secure the system Bertino (2021). We believe that adopting trust and
traceability techniques in a federated learning environment can mitigate other attacks. The
procedure of bounces to the FL participants and owners also needs much attention in fur-
ther studies. A structure should be designed in such a way for FL to get the incentives in
a fair and sustainable manner. By the way of illustration, influence functions can be used
to give incentives to participants by proposing a payment system Richardson et al. (2019).
To safeguard the privacy leakage or inference attacks that reveal the sensitive data, Fully
Homomorphic Encryption (FHE) techniques can be utilized, taking into account the high
encryption overhead and data communication cost. In previous studies, to tackle the secu-
rity issues, DP and SMC techniques are executed. The DP and SMC techniques have some
negative effects as explained in the challenges section. Accordingly, enforcement of matrix
transformation can be used to encrypt the minor part of transformed results. Through func-
tional encryption, it is possible to achieve secure aggregation Wu et al. (2020). No doubt,
a tremendous amount of efforts are in progress and federated learning studies are still need
more and more in forthcoming researches. Each federated learning attack poses a unique
property and require potential protection approaches in the future. Finally, in this way,
advanced security approaches are needed to deal with confidential model updates, secure
aggregation, trust, monitoring the entire FL. process, and minimize computation overhead
during multiple iterations, and encryption techniques to defend against suspicious attacks.

6 Conclusion

In this paper, the general federated learning process together with its vulnerable surface
have been exposed. Adversaries exploit the FL. environment through poisoned data, mali-
cious model updates, leak information, gain incentives freely, and compromised the integ-
rity of the model. In this context, the attack surface of FL is comprehensively illustrated in
the taxonomy as poisoning, inference, free-rider, and CIA security triad attacks. Besides,
FL viable attacks are explained with their types, the impact of attack and nature, etc. Lim-
itations of the existing research are described in terms of federated learning attacks, as
well as future work with suitable detection measures of FL attacks. To tackle privacy and
security attacks state-of-the-art defensive approaches along with root attacks are defined.
Furthermore, protection techniques against authentication and authorization are given
under the umbrella term CIA security defense. Some FL tools support privacy protection
and provide an attack simulations environment, however, deficiencies are also elaborated
in this paper. In the end, challenges of FL and future directions are suggested to build
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an uninterrupted and durable system that can be persistent to defend against adversarial
attacks. The main findings of this paper in mastering FL are summarized as follows:

1. The federated learning workflow process along with a thorough analysis of the malicious
FL environment and its classification are provided.

2. Identifies a taxonomy of privacy and security vulnerabilities and FL attack surfaces, as
well as the CIA security triad attacks.

3. Furthermore, state-of-the-art defensive approaches associated with FL attacks, famous
models against security and privacy attacks and, tools/frameworks with their best fea-
tures and limitations are discussed.

4. Finally, we highlight the insights into the key federated learning challenges inherent to
security problems and future directions for improving protection mechanisms.

We hope that this paper provides fundamental insights for the entire research community to
grasp with FL attack surface and defensive measures. However, additional FL. methodolo-
gies, security models, strategies, and protection frameworks should be considered in forth-
coming research. Hence, it demands more exploration that provides stronger guarantees
against FL attacks.
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