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Abstract—The rapid growth of the Internet of Things (IoT)
and the increasing number of connected devices have propelled
the proliferation of offered applications, causing “Applications
Exploding”. In the context of IoT, filtering and selecting the
most relevant applications in a given situation is a challenging
task. Thus, developing techniques that can alleviate applications
exploding and meet users’ requirements is highly demanded for
IoT development. This survey focuses on applications exploding
in the IoT and reviews some of the existing techniques, such
as intelligent sensing, content distribution network, microser-
vices, and 5G, which help mitigate the effects of applications
exploding. Furthermore, the survey discusses how to describe
user requirements and offer application services to better match
the two. In addition, this survey presents the smart home
as an instance of typical IoT applications and explores how
adaptive users’ requirements for food ordering can be better met
when various food provider applications are available for choice.
Finally, partially resolved and unresolved bottlenecks brought by
applications exploding are put forward to be further researched
by the technical and scientific community.

Index Terms—Applications exploding, user requirements,
smart home, matching applications bottleneck.

I. INTRODUCTION

THe IoT is an integrated network paradigm [1] that can
realize ubiquitous connections among objects or between

people and objects. Due to the integration of communication
and microelectronic systems, it has become a reality to enable
objects with sensing functions, which has spawned a large
number of applications. These applications make our lifestyle
more convenient and intelligent. In 2020, IBM [2] conducted
a series of statistical data analysis, indicating that the IoT
will become the most important data source on the planet
within two years. These data are generated by billions of
interconnected sensors and devices embedded in the world’s
physical systems. Based on massive amounts of data, the
types and number of applications derived from sensing devices
will proliferate, triggering an explosion of applications. Fig.
1 lists some milestones of applications development that have
participated in the significant increase of applications number
later.

S. Cui, F. Farha, H. Ning and F. Shi, are with the School of Computer and
Communication Engineering, University of Science and Technology Beijing,
100083, Beijing, China, e-mail: ninghuansheng@ustb.edu.cn. S. Cui and F.
Farha contributed equally to this work and should be considered co-first
authors

Z. Zhou is with China University of Geosciences (Beijing), China, email:
zhangbing.zhou@gmail.com.

M. Daneshman is with School of Business,Stevens Institute of Technology,
Hoboken, NJ, USA, 07030, e-mail: Mahmoud.Daneshmand@stevens.edu

Fig. 1. Milestones of applications development

At present, there are many applications in all aspects of
life, ranging from advanced applications, such as smart cities,
smart transportation, and smart healthcare, to less complicated
ones that perform simple control tasks and require less com-
munication and computing power [3]. Statistics show that in
2019, there were 1.8 million applications in the Apple Store,
2.1 million in the Google Play Store, 475,000 in the Amazon
Store, and 69.9 million in the Windows Store [4], [5]. The
more applications are launched, the more complex computing
tasks are carried on. Besides, the type and number of sensors
deployed by applications will increase, and the interaction data
between users and applications will put tremendous pressure
on the communication system. The application layer will also
need more computing and storage resources to process user
data. Those factors represent significant challenges for the
theoretical foundation and core technology development of the
IoT.

Furthermore, data are not shared between applications, and a
single application often only contains one-sided and partial in-
formation about a thing. Thus, there are some drawbacks of ap-
plication services, such as low granularity and poor robustness.
Applications can only establish a complete data set through
cross-domain data circulation [6]. Effective data management
and analysis can help detect the potential requirements of
users and adapt to market changes faster. To truly realizes
data sharing, applications still face a series of challenges to
be solved. Therefore, many applications have been promoted
to catch up with the development of various industries, which
drives applications improvement and enhances the quality of
user service. Simultaneously, users’ requirements are more
diverse and specific due to the continuous refinement of
application functions. Therefore, how to effectively match
various applications with user requirements is one of the
critical issues brought by the applications exploding.

The currently used communication and computing technolo-
gies, such as cloud computing [7] and edge computing [8], and
the continuous development of IoT hardware equipment tech-
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Fig. 2. Application exploding in IoT

nology have improved the matching accuracy between users’
various demands and applications. First, hardware technology
has reduced the cost of IoT devices, making the number of
newly joined devices increase. Second, the rapid development
of network technologies extends network coverage, reduces
data transmission costs, and expands user usage [9]. Due to the
emergence of new computing technologies and the continuous
upgrades of the existing ones, application service functions
have been improved, and the number of users using these
applications has increased. Many offline activities start to be
carried out online, such as shopping [10], payment [11], and
dining [12].

The negative impacts of the applications exploding are
enormous, such as time delay and non-personalization, directly
affecting users’ application experience. This survey aims to de-
scribe this phenomenon, its causes, and its effects, in addition
to shedding light on used techniques that need to be replaced
with more flexible structures and newborn techniques and
technology that can help mitigate the applications exploding
effects. Fig. 2 gives a simple picture of the applications
exploding, which covers all the IoT layers. Challenges that
face devices induce researchers to improve existing techniques
and introduce new technology under the name of ”supportive
techniques”. Many applications access a massive number of
resource-constrained sensors to offer many services that can
meet the changeable and adaptive users’ requirements. The
contributions point in this survey are as follows:

1) The challenges brought by the applications exploding to
the cloud-based IoT structure are listed and highlighted.
Besides, the existing techniques and newly proposed

network paradigms are presented and discussed on how
they mitigate the applications exploding effects.

2) Food ordering in smart home applications is explored
as an example of application exploding, and a repre-
sentative ontology was presented to show how to meet
applications exploding with user requirements.

The rest of this paper is organized as follows: Section II
explores the challenges brought by applications exploding to
the cloud-based IoT. Section III explores some of the existing
software-related methods and architecture-related paradigms
that help cope with new challenges. Section IV presents a
smart home as a typical IoT-enabled application and shows
how it can promote its applications and the existing technol-
ogy. Section V summaries the whole paper.

II. CHALLENGES FACING APPLICATIONS IN THE
CLOUD-BASED IOT ARCHITECTURE

The IoT architecture includes three layers, namely the sens-
ing layer, network layer, and application layer. It interweaves
sensors, devices, networks, clouds, and analysis elements and
can combine applications in many ways, such as Google’s
Brillo [13] and Apple’s HomeKit [14]. Considering the appli-
cations exploding, optimizing the techniques and tools used
in IoT architecture to provide users with precise and adaptive
requirements, which usually vary according to time, locations,
desires and feelings, and other factors, has become a necessity
to research.

The applications exploding can bring various challenges to
the IoT architecture. Some of them are expressed in TABLE
I. For more in-depth analysis, this thesis summarizes and
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TABLE I
THE BOTTLENECKS BROUGHT BY APPLICATIONS EXPLODING TO IOT LAYERS

IoT layers Challenges ScenarioBackground Description

Sensing
layer

• Massive information collected by sensors
• Restricted sensing and processing capacities
• Diversity of sensors and sensing equipment

• Diversity of data structure
• Low sensor data utilization
• Data are not shared among

different applications
• Low in safety after partial data

sharing

McKinsey found that offshore oil RIGS
generate vast amounts of data coming from
30,000 sensors. However, less than 1 percent
of that data are used to make decisions of
application.

Network
layer

• More communication protocols
• Limited bandwidth
• Unintelligent and non-dynamic network resource

deployment and configuration
• Network congestion

• Dynamic and intelligent allocation
of network resources

• Improving the compatibility of
network protocols between
different applications

• Improving the security and privacy
of data transmission

Using a video application to watch the live
broadcast; once the number of viewers is
too large, the video will freeze and give
users a bad experience.

Application
layer

• The explosive growth of various applications
• Increasing personalized user requirements
• Application data centralization based on cloud
• Application recommendations are not accurate and

personalized

• Heterogeneity of data
• Integration of functions and

centralization of data
• Optimizing user recommendation

function
• User security and privacy data

To travel to an unfamiliar place, we use the
travel application to find boarding hotels.
There are many types of hotels
recommended by the application, and the
recommendations are not personalized and
precise enough.

classifies them into the availability, applications’ reliability and
scalability, data and communication heterogeneity, accuracy
and diversity of applications, and security and privacy issues as
shown in and Fig. 3. The challenges were classified according
to the layers in which they have a significant effect. For
example, security and privacy are mandatory in all the IoT
layers. Thus, as a challenge, it was placed at the intersection
of all layers and colored with the three colors. About energy
consumption, it is also an issue related to all layers. However,
it is most challenging in the sensing layer because the majority
of devices are battery-powered. In contrast, the network and
application layers’ devices are powerful and have a permanent
power source. As a result, the energy consumption challenge
was placed on the sensing layer.

A. Availability

The resources provided by hardware devices for users and
applications are limited. As the number of applications grows,
the resources occupied by applications continue to increase
and become saturated [15]. As a result, some applications
cannot normally work because they cannot allocate enough
resources. Therefore, they cannot provide users with adaptive
services, causing unpredictable property losses. The applica-
tion should be able to offer the service 24 hours a day. How
to reserve resources reasonably for the applications to be used
within limited resources is a significant challenge.

B. Reliability and scalability

Sensors and devices connected to the IoT produce countless
data. The exploding that happens in the applications domain
makes handling and managing the data more challenging.
The reliability and scalability are required to ensure that
the application can typically run even while exchanging a
significant amount of data. Even though many applications do
not share data due to security and privacy policies, network

channels’ capacity has reached the limit [16]. Besides, it has
become a reality that most new devices and things try to
connect to the network using IoT infrastructure, which should
be more dynamic, ensure scalability, and accept adding new
resources when there is a need. Therefore, some existing static
techniques need to be replaced.

C. Data heterogeneity

The applications data are collected from sensor devices. If
the sensor devices belong to different brands, the data struc-
tures will not be the same format since there is no standard data
structure for the sensing data, and thus sensors diversity will
cause the data heterogeneous [17]. The applications storage
also causes data heterogeneous depending on its operating
environment, which sometimes requires a change in the data
format and structure.

D. Communication heterogeneity

The transmission of application data is inseparable from
communication technology. The communication technologies
used by the same application or different applications are also
diverse and complex. Different communication technologies
will cause heterogeneity of communication protocols, such as
WiFi, ZigBee, and Bluetooth, which in turn have different
messages format [18]. That requires deploying gateways to
transform between different protocols that usually suffered
from the bottleneck problem themselves and somehow are a
part of the applications exploding problem.

E. Accuracy and diversity

It is incredibly difficult to analyze users’ adaptive and
specific needs in today’s information-rich environment. The
distinction of relationships among entities, data, and collab-
orative filtering of content and information is closely related
to customized analysis. Due to the low network intelligence,
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dynamic resource allocation ability, and incompatible transport
protocols, it is not easy to match the user’s requirements.
How to efficiently and satisfactorily recommend applications
to users in the applications exploding era is also a challenge
to overcome [19].

F. Application naming and description

Mostly, people cannot obtain enough information about the
services offered by applications though their names only. The
explosive growth of applications has increased the diversifica-
tion and complexity of application types and functions, making
it too difficult to choose a name to express all the application
services. Moreover, many companies offer the same functions,
and they cannot only use the functions’ description as an
application name. Thus, the application’s naming pattern does
not specify its functional attributes, and it is essential to
establish a set of common standards for describing functions.
In this way, the naming scheme will cover the attributes of the
application. If users can get the information about the services
offered by an application from its naming format, they can
easily understand its general properties and quickly select an
application that suits them.

G. Application filtering

With the rise of online development platforms, the applica-
tion development threshold has dropped to an unprecedented
level. Therefore, there are more and more applications with
similar functions. However, similar applications have some
differences, and each application has its characteristics. It
is a considerable challenge to choose suitable applications
from a bunch of applications with similar functions. The user
needs to obtain some reference characteristics when selecting
an application, such as application description, evaluation,
download times, cost, rating, the geographic area where the
application can offer special services, etc. In this way, the
user is likely to choose the most suitable application. Besides,
it becomes an urgent task to set some user reference indicators
for application services to better match users’ requirements.

H. User profile

The user is the ultimate target of the service provided by ap-
plications, and the user’s service evaluation of the application
is feedback to the application. While the number and types of
applications continue to increase, users’ numbers and range are
also growing. Since users want to receive customized services,
there is a need to improve the applications and analyze user
needs accurately. The user requirements are analyzed baser
information. Thus, a user profile is a prerequisite for analyzing
user requirements. It is required for users to establish a
unified description based on their profiles, including basic
information, social relationships, and personalized character-
istics. Generically describing the user profile and mapping
it precisely to the application’s functional description helps
provide customized services to the user.

I. Application matching

Application matching, where an application provides user
requirements, is the establishment of a correspondence be-
tween application services and user requirements. It is not easy
to match between them because the number of applications
is increasing, and their functions are getting more diverse.
Besides, users nowadays depend more on applications in doing
their activities, and their requirements become more accurate
and specific.

In order to more accurately establish the correspondence
between applications and user needs, applications need to
capture user personal information. User characteristics (such
as age, preference, and occupation) and applications that users
use are very effective ways to obtain user needs. While the
users’ characteristics information itself is not enough to get
the precise requirements, users’ applications can give a good
idea about their exact needs by reading the services they
order. However, applications cannot share users’ private data.
And the application data structures are not uniform. How to
share helpful information about various used applications and
establish a unified applications data structure is the key to
achieve precise matching applications. It is also one of the
essential methods to address the application exploding issue.

J. Security and privacy

Many applications collect sensitive information related to
authentication, authorization, data encryption, and fine-grained
access control stored in the users’ devices. That could be
because many applications try to authorize the new users
quickly using their login credentials of known applications
or due to cyberspace management and agreements. It could
be also a hacking way to collect some private and sensitive
information from the users profiles on different applications.
If the security and privacy of application data are not guar-
anteed, forgery attacks, false attacks, information tampering,
and network damage will subsequently occur [20].

Security and privacy have to be protected across all the IoT
layers. For the sensing layer, lightweight and robust crypto-
graphic algorithms should be used because of the resource-
constrained nature of the layer’s devices. Security and privacy
must also be guaranteed while transferring data and informa-
tion through the network layer, especially that most devices in
this layer do not belong to the applications companies or end-
users. However, the devices on edge between the sensing and
network layers or between the network and application layers
are powerful enough to use stronger cryptographic algorithms
and longer secret keys which protect data from attackers and
hackers. In the application layer, most users concerns are about
data privacy and unauthorized data analytical processes, so
there should be transparency provided by application compa-
nies that clarify precisely how data are going to be handled.
Besides, there is a need to secure the storage of users’ data.

K. Energy consumption

Most of the applications’ functions need to be implemented
with the help of sensors. Besides, some devices rely on various
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Fig. 3. The challenges brought by applications exploding based on the IoT
layers

sensors to offer various services, covering multiple fields, such
as industrial production, medical diagnosis, and environmental
protection [21]. Thus, many users can use various applications
in their daily lives. In this way, more and more sensors are con-
nected to the IoT, and their working hours are getting longer
and longer. However, most sensors are battery-powered, and
many applications access the sensors, making them consume
too much power while they are resource-constrained. That
severely restricts the large-scale use of the application and
indirectly affects the application’s user experience. The exist-
ing network infrastructure should be extended to offer caching
and storage services. Also, IoT perception technology needs
to be optimized to reduce energy consumption effectively.

III. LAYER-BASED EXISTING TECHNIQUES THAT HELP
MITIGATE APPLICATIONS EXPLODING EFFECTS

Mitigating the applications exploding effects is a critical
mission that needs to be handled through all the IoT layers.
Many techniques are implemented and deployed in the system
using the integration between the cloud-edge paradigm and
IoT. This section expands the content of three-layer IoT and
summarizes the existing technologies related to the applica-
tions exploding as shown in TABLE II.

A. Sensing layer existing techniques

Some existing techniques in the sensing layer reduce the
transmitted data volume and the communication overhead. At
the same time, they guarantee only useful data being sent by
sensors. These techniques include Intelligent sensing, limited
sensing, and sleeping scheduling mechanism [22].

1) Intelligent sensing: The sensing layer collects and cap-
tures the status information from the external environment
or objects, so the development of sensor technology is par-
ticularly crucial for the applications in IoT. The research
on new principles, materials, and sensing technologies has
been more in-depth and extensive in recent years [23]. It
effectively alleviates the overhead of data acquisition and
analysis in the sensing layer, which indirectly helps mitigate
the applications exploding effects. There are various sensor
types, and new types are still invented, such as measurement
tools that can generate values by detecting real-world phys-
ical objects and sensors that can record complex audio and
video streams, including cameras and microphones. Besides,
with the increasing maturity in integrated microelectronic and
mechanical processing technology, Micro-Electro-Mechanical
System (MEMS) sensors introduce semiconductor processing
technology into the manufacturing of sensors. Furthermore,
the MEMS sensors have realized large-scale production and
provided essential technical support for the miniaturization
development of sensors. Simultaneously, breakthroughs in new
material technology have accelerated the emergence of biosen-
sors, optical fiber sensors, gas sensors, digital sensors, and
other types, making our life more convenient by deploying the
sensors in smart homes, smart retirements, smart healthcare,
and other IoT-enabled applications [24].

Intelligentization is the trend of sensor principle and tech-
nology development. An intelligent sensor integrates percep-
tion with data storage, processing, and two-way communi-
cation, which can realize various intelligent functions, such
as signal detection, transformation processing, and logical
judgment. Moreover, the combination of smart sensors and
artificial intelligence results in highly intelligent sensors based
on fuzzy reasoning, artificial neural networks, expert systems,
and intelligent algorithms to achieve efficient information
collection and analysis [25]. Also, multifunctional integration
sensors have been widely concerned. They can integrate mul-
tiple sensors with the same function, i.e., multiple sensors
with the same function arranged and combined to form a
linear sensor, or with different functions, i.e., several different
sensors built on the same silicon chip, which represents the
main direction of sensor integration [26].

With the accelerating development of wireless sensor net-
work technology, the sensor network’s construction is be-
coming more intelligent. At present, the intelligent sensor
overcomes the limitation of node resources in building the
sensor network. Thus, intelligent sensing technology meets
the sensor network’s requirements, such as extensibility and
fault tolerance, adequate energy supply, and improved comput-
ing and communication capabilities. This sensors type helps
mitigate the effect of applications exploding by preventing
unnecessary application data from being sent over the network.

2) Limited sensing: To achieve the users’ adaptive services,
sensing data, computing resources, and storage capacity must
be rationalized. In this situation, there are some mechanisms
to select useful data from the massively available data for
customers, such as limited sensing. It is an exceptionally
effective method to reduce the number of transmitted packets,
which includes data aggregation, compressed sensing, and
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context awareness.
Data aggregation combines and correlates the sensors data

[27]. The processed data from the different sites are merged
to eliminate unnecessary data and decrease transferred data.
The main influencing factor of polymerization efficiency is
the network structure’s design and the sensed data’s quantity.
Nevertheless, beyond that, there are many advantages of data
aggregation. For instance, the efficiency and accuracy of infor-
mation are improved, making IoT services more user-friendly.
It also reduces unnecessary data, saves IoT nodes’ resources,
and lightens the burden of the upper layer as well. Common
application scenarios that use data aggregation include the
smart home, smart city, and smart energy service [28].

Compressed sensing, also known as compressive sampling
or sparse sampling, is a technique for finding sparse techniques
of under-determined linear systems [29]. It contains a deep
mathematical foundation, in which an earlier breakthrough was
the emergence of the Nyquist sampling theorem in the signal
processing field. Later, the research by Emmanuel Candès,
Justin Romberg, and Terence Tao [30] laid the foundation for
compression perception. The principle of compressed sensing
is to utilize the signal sparsity to sample the signal lower
than the Nyquist sampling rate and reconstruct the original
signal [31]. Consequently, compressed sensing significantly
reduces random measurements, simplifies signal acquisition,
and produces less compressed measurements, making them
easy to store and transmit. At present, compressed sensing
technology is applied in the fifth-generation mobile communi-
cation system and covers magnetic resonance imaging, high-
speed video acquisition, and ultra-wideband communication.
However, the way people getting information about sampling
and compression takes lots of time and wastes vast storage
space, which hinders high-speed signal processing and real-
time hardware processing [32].

Context-awareness is the basis for realizing a new type
of human-computer interaction in a pervasive computing en-
vironment. The context is used to describe any information
related to an entity, which helps us understand some details
like events or situations. Furthermore, entities are made up
of objects related to the interaction between the user and the
application [33]. Raw data in the environment are gathered
by a mass of sensors in the physical space. To implement the
services according to the users’ requirements in the IoT, the
raw data should be analyzed and interpreted to get meaningful
information, including location or time. Context-aware com-
puting is ideal for the resolution of such a situation, because it
allows storing contextual information associated with the raw
data collected from the sensor and can further determine the
data requirements [34]. Finally, according to environmental
monitoring and service information of the user’s context,
context awareness enables decision making in a changing
environment [35]. For example, when we use Global Position-
ing System (GPS) sensor readings, the contextual information
we get is a geographic position that help determine users’
current activities, and subsequent location and arrangement of
activities.

3) Sleeping scheduling mechanism : Sleep scheduling
mechanism is efficient to reduce energy consumption. It trig-

gers sensing nodes in the wireless sensor network according
to the sleep-wake scheduling mechanism [36]. If the node
does not need to transmit/receive data, it will turn off its
communication module by entering the sleep mode. Moreover,
the sleep scheduling mechanism can extend the wireless sensor
network’s life cycle and reduce sensor node deployment cost.
However, the sleeping time and duration needs carefully con-
sideration because it is easy to cause data loss, communication
congestion, and transmission delay [37].

B. The network layer based techniques

The lately deployed techniques and the newly introduced
technology in the network layer aim to transmit the data,
control messages, and information between the sensing layer
and the application layer. This layer offers services, such
as fast data rate transmit, management over a significant
number of users and sensors, high throughput, and efficient
communication resource allocation, which play an essential
role in mitigating the effects of the applications exploding
[38]. Some of the services offered by the network layer are as
follows:

1) Service-oriented network function virtualization: As the
number of sensors is gradually increasing, IoT networks’ scale
is expanding, and multiple network devices are required to
cover the network. To increase network coverage in physical
space and reduce the cost of physical connectivity, network
researchers have introduced the concept of functional network
virtualization (NFV) to connect different equipment easily
[39]. The main idea of NFV is to virtualize the various
functions that operate in software, such as firewalls, DNS, and
caching to support various services in network devices [40].
Thus, NFV can quickly provide different services for users. At
the same time, NFV can reduce the network management’s
overhead to some extent and change the cost of network
services.

NFV creates multiple virtual networks on shared physical
network resources that can be independently deployed and
managed. That makes the network layer more intelligent and
saves network resources and costs. Besides, it makes the
network structure dynamic and diversify in addition to solve
the rigidity of the existing structure of the network layer
[41]. NFV is essentially a resource sharing technology built to
meet the requirements of upper-layer services since it enables
functions of the physical network resource pooled to achieve
arbitrary partitioning or merging of resources [42]. Users also
can customize their network according to their needs. In this
way, NFV can improve network services’ level and quality by
masking the underlying hardware details and simplifying the
complexity of network management. Because of the variety
and coverage of NFV network services, end users can enjoy
more sophisticated services provided by the existing network
environment [43].

2) Content distribution network: In the era of the ubiqui-
tous connection of the IoT, more and more sensitive personal
data that depend on service applications are being produced
following the trend of the times, like sound applications (e.g.,
voice and music programs), image applications (e.g., TV
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shows and video conferences), and online shopping applica-
tions [44]. The number of users and the proportion of video
traffic transmitted in the network layer have increased, which
adds more overhead to content providers while processing
and transmitting media. Also, if there is a considerable ge-
ographic distance between the user and the server, the user
may experience high latency, resulting in a lower quality of
service. To overcome these problems, content providers can
use a content distribution network (CDN) in their services. It is
an essential part of the service-oriented network (SON) of the
IoT and has several distributed servers that store, synchronize,
and distribute copies of the content [45]. As a result, it can
quickly provide content and services to users [46]. CDN uses a
peer-to-peer (P2P) network to improve the throughput of data
exchange in the network, allowing nearby users to exchange
content directly.

The service application provider distributes the service
content to a relatively centralized area or network accessed
by users through various cache servers. When a user visits a
site, its loads will be redirected to the nearest working cache
server, which in turn responds directly to the user’s request in
real-time to improve the service’s response speed. That also
effectively reduces the service delay of data and improves the
service quality for users [47]. Many network layer entities
can be deployed while implementing the CDN algorithm, such
as content caching devices, content switches, content routers,
CDN content management systems, etc. To maintain the data
transmission speed and stability of CDN node servers as much
as possible, the service provider establishes an intelligent
virtual network based on the existing network. In this way,
they can avoid as many data transfer barriers as possible and
get faster and more stable content delivery. What is more, to
solve the problem of network layer congestion [48].

3) Software-defined networking: The increasing demand
for bandwidth, agile infrastructure, and services is very chal-
lenging for service providers in terms of managing the pro-
prietary infrastructure and concurrent communications while
keeping costs low [49]. As a result, the explosive growth of
mobile devices’ number and content, server virtualization, and
cloud services drives technological innovation in network ar-
chitecture. Thus, some new dynamic network architectures are
generated, among which software-defined networking (SDN)
is one of the more representative architecture [50].

Unlike traditional network management algorithms, SDN
technology is more inclined to cloud computing. It is a dy-
namic, procedural, and efficient network management method,
which improves network performance and monitoring [51]. It
addresses some pressing network issues, such as data center
complexity and NFV, and makes the network structure more
intelligent by introducing a new abstraction layer to separate
the control plane from the data plane. The control plane is
considered the nerve center of the SDN system, and it consists
of one or more controllers that can interact with the service
application. In this way, the regular operation of network
function is ensured, and the network intelligence of the whole
system is realized [52].

The SDN architecture abstracts the underlying infrastructure
into application programs and network services, and decouples

the network control and forwarding functions, ensuring the
network control to be programmed directly. Although the
use of the SDN network layer is convenient, infrastructure
management is still an unsolved challenge. Intelligent cen-
tralization also has its defects in security, scalability, and
flexibility, which are the main problems of SDN [53].

4) The fifth-generation (5G) and future sixth-generation
(6G) mobile networks: To adapt to the modern network
requirements of transmitting data with high efficiency and
high bandwidth [54], the new generation of a wireless system
- 5G mobile network [55] - has been introduced and put
into practice by experts many times. It combines cutting-edge
network technology with the latest high-resolution devices and
connects users faster and more reliably than any previous
generation. 5G provides a more unified, faster data rate, lower
delay time, and less bandwidth cost. This unprecedented faster
speed and more reliable connection brings new immersive
experiences, such as virtual reality and augmented reality.

5G mobile networks are expected to accelerate the develop-
ment of IoT technology, which will transport vast amounts of
data to a smarter, more connected world [56]. Currently, 5G
networks have been launched worldwide in the United States,
the United Kingdom, Australia, China, and other countries.
Moreover, some of the early hot technologies have already
played a role in the development of 5G, such as millimeter
waves [57], small cells [58], massive MIMO [59], beamform-
ing [60], and full-duplex [61].

Compared with 5G, 6G will move from network virtu-
alization to network intelligence, which will further realize
communication perception. In terms of data transmission, the
6G wireless network will enhance broadband, allow large-scale
access, and achieve ultra-reliable and low-latency services. In
short, 6G will further expand the supporting of the efficient
interconnection of intelligent bodies, moving from the inter-
connection of all things to the smart connection of all things
[62].

C. The application layer based techniques

1) Microservices architecture - modular design: Applica-
tions exploding directly affects the IoT application layer’s
operation because it is primarily concerned with computing,
processing, and decision making and provides customized
services to users. Since the application service corresponds
to a software application and its modules cannot be executed
independently, it is challenging to use modular analysis and
processing in the distributed system without a specific frame-
work or specific solution. Thus, the microservices architecture
style is proposed [63]. With the continuous improvement of
network speed, reliability, and security, there is a growing
need to move software and services from clients to third-party
management that can be accessed through the network, urging
people to develop new software architecture to meet these new
requirements.

Microservices architecture is one of the new development
architectures, and it satisfies the maintenance and scalability
requirements of online service providers [64]. The term ”mi-
croservices architecture” has emerged in the past few years,
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and the main idea behind the service architecture is to design
software applications as a set of independently deployable
services. In short, microservices architecture is a way to de-
velop a single multifunctional application into a set of single-
function services. These small services are built based on
business functionality, and each of them runs its process. There
is a little centralized management between them, and they
can be deployed independently through automated deployment
mechanisms. Also, small services communicate with each
other through a lightweight mechanism in a microservices
architecture, and they can be programmed in different pro-
gramming languages and use different data storage techniques.

Enterprise applications mainly consist of three parts: Client
user interface, database, and server application. For a single
application built from a single cell, any change to the system
involves the construction and deployment of the server-side ap-
plication. However, the application architecture for microser-
vices is independently deployable. In other words, considering
an application contains multiple libraries in a single process,
changes to any single component cause the entire application
to be redeployed. Nevertheless, If an application is broken
down into multiple services, many individual services are
expected to change to redeploy the service. Some changes
of microservices architecture will also change the service
interface. However, the goal of an excellent microservices
architecture is to minimize these changes through cohesive
service boundaries and evolution mechanisms in service con-
tracts. Although using microservices architecture does have
many advantages, it also has some disadvantages. Remote
calls to the microservices architecture are more expensive than
in-process calls. Besides, If the application needs to change
the assignment of responsibilities between components, it will
be more challenging to move this behavior across process
boundaries [65].

2) Migrating functions to the edge: Cloud computing struc-
ture is also one of the critical reasons for the applications
exploding. To provide users with customized services, the IoT
infrastructure must be used efficiently to transmit, process, and
output data [66]. Cloud computing has rich storage resources,
which can provide convenient and scalable network access,
promoting dynamic data integration from different sources
[67]. However, with the exponential growth of applications,
the cloud is also under tremendous pressure, including the
increasing cost of data storage, data security and privacy,
and data asset liquidity [38]. Therefore, the centralized data
processing model of the cloud has also triggered applications
exploding.

Cloud computing utilizes advanced algorithms like neural
networks and deep learning to acquire useful knowledge from
data and realize the automation innovation of service applica-
tions. In this way, sending massive data to a centralized data
center or cloud will cause bandwidth, latency, and cost prob-
lems. Therefore, it has become a trend to migrate some of the
cloud services to the network edge. Because data processing
centers becomes closer to users, they can analyze data more
quickly and comprehensively, creating opportunities for more
in-depth insight and faster response time. Simultaneously, That
improves users’ service quality and provides customized and

precise services for users [68].
Edge computing is a computing paradigm based on a

distributed computing framework. It develops with the ex-
ponential growth of IoT devices and sensor data. The early
goal of edge computing is to reduce the time delay, and
bandwidth cost caused by long-distance data transmission
[69]. To this end, it brings computing and storage closer to
the equipment collecting data and changes the model that
relies on data centers located thousands of miles away. As a
result, the application service provider reduces data that needs
to be processed in a centralized data center by processing
them locally using location-based centers [70]. In this case,
edge computing gives service providers powerful business
advantages, such as faster data insight, lower costs, better
response times, and better bandwidth availability [71].

By using independent edge management, service providers
can effectively handle large-scale and variable distributed
computing, which is necessary for processing thousands of
heterogeneous servers and devices in multiple locations simul-
taneously. In short, edge computing provides near real-time
analysis using the growing computing power of devices and
can provide an impetus for application service innovation [72].
That allows application providers to maintain the openness and
flexibility of service applications to be adapted to changing
requirements and deliver more customized services.

3) Users profiles based on ontology: The users profiles
utilize the records of various applications to dig out exciting
services and personalize recommendations for the user. The
number and types of applications have exploded, and multiple
types of data related to users and applications have also
increased rapidly. In this way, the user’s various application
data can better reflect the user’s interests and characteristics
[73]. Users profiles can be constructed from different dimen-
sions, and the users profiles structure based on ontology is
more precise and rigorous. Besides, their dimensions do not
change with the change of data and users. However, ontology
construction is more complicated and must be professionally
recognized [74].

IV. SMART HOME: A TYPICAL IOT APPLICATION

A typical case study of smart homes is presented to institute
the existing techniques dealing with applications exploding. As
shown in Fig. 4, smart homes are equipped with various and
heterogeneous sensors, devices, and electronic applications. It
aims to provide efficient and satisfying functions, ranging from
daily routine activities to high-level requirements. Particularly
with the overwhelming prevalence of Artificial Intelligence
(AI), the number of sensors and devices are increased at a
surprising rate, severely challenging a lot in meeting adapted
requirements.

Considering food ordering as an example in Fig. 4. In the
future, smart refrigerators will break through the traditional
methods of preservation, sterilization, and storage. Because of
smart control systems, smart refrigerators can monitor the food
in real-time and satisfy food storage requirements. Usually,
there are many types of food stored in the refrigerator, roughly
divided into fruits, vegetables, meat, seafood, fast food, dairy
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TABLE II
APPLICATIONS EXPLODING CHALLENGES AND THE RELATED EXISTING TECHNOLOGY

IoT layers Techniques Fixed challenges Comments

Sensing layer
Intelligent sensing [23]–[26]

Availability, data heterogene-
ity, reliability, scalability, se-
curity, and privacy

The techniques in the sensing layer help reduce the
unnecessary data sent over the network, facilitate multi-
sensor cooperative sensing and information fusion, re-
duce the complexity of the application layer data pro-
cessing, provide more detailed user data to the application
layer, and reduce energy consumption.

limited sensing
• Data aggregation [27], [28]
• Compressed sensing [29]–[32]
• Context-awareness [33]–[35]

Availability, data aggrega-
tion, reliability, and scalabil-
ity

Sleeping scheduling mechanism
[36], [37] Energy consumption

Network layer

Service-oriented NFV [39]–[43]
Availability, scalability, and
communication heterogene-
ity

The network layer techniques help support various ser-
vices in network devices and offer a more unified, faster
data rate, lower delay time, and less bandwidth cost. They
also allow dynamic network configuration and provide a
stable network transmission for applications, which can
be used by multiple users for multiple applications.

Content distribution network [44]–
[48]

Availability, scalability, ac-
curacy and diversity

Software-defined networking [50]–
[53]

Availability, scalability, relia-
bility, accuracy, and diversity

5G [54]–[56]

Availability, communication
heterogeneity, reliability,
scalability, security, and
privacy

Application layer

Microservices architecture [63]–
[65] Reliability and scalabilty The application layer techniques help handle large-scale

and variable users data effectively, improve application
scalability and flexibility, apply decentralized manage-
ment of application, and optimize the performance ar-
chitecture of the application to analyze the adaptive and
customized requirements of users accurately.

Migrating functions to the edge
[70], [71]

Availability, reliability, data
and communication hetero-
geneity, accuracy and diver-
sity, security and privacy, ap-
plication filtering, and appli-
cation matching

Users profiles based on ontology
[73], [74] Accuracy and diversity

Fig. 4. In-home and out-home applications for the smart home: food ordering
activity as an instance of applications exploding

products, pasta, snacks, drinks, and so forth. If the smart
refrigerator needs to be supplemented with certain food, it
will automatically connect to the refrigerator’s food ordering
application. The application selects the food for the user to
choose and completes the online payment. However, ordering
the food depends on many factors such as the food already
available in the refrigerator, the human mood, the time it takes
the food to arrive home, and other metrics related to budget,
health issues, the day period, etc. What’s more, there are many
types of food ordering applications and food recommendations
for smart refrigerators; making smart refrigerators help users
choose the right food as a big challenge.

To better match the applications exploding and demanding
requirements, we establish a representative ontology in smart
homes with Protégé and OWL language. Since all functions
and applications are user-oriented, it is essential to establish
user profiles to figure out the requirements as accurately as
possible. As shown in Fig 5, the ontology’s main elements are
ssn:Userprofile and ssn:Application, one is used to describe
personalization and different user profiles, and the other refers
to various applications generated by devices connected to the
IoT.

Referring to the work of [75], the user profiles in-
clude ssn:BasicInformation, such as weight, height, age,
gender, and other basic information, ssn:SocialRelationship
with occupation, social duty, religion, belief, party, etc.,
ssn:PersonalFeature such as taste, habit, preference, interest,
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Fig. 5. The representative ontology of user requirements and services available in smart homes

personality and so forth. Since it is a prerequisite to clearly
understand the users’ requirements, establishing the semantic
expression of customized features, particularly habits, prefer-
ences, interests, even the browsing histories, will help better
grasp users’ needs.

Apart from the users’ customized characteristics, the users’
social network can also help obtain more user needs. When
users interact with others, the objects, ways, and interactive
data will reveal many user needs. Notably, most applications
have social functions, and users’ social networks are even
more extensive. Users interactions are becoming more frequent
because of the ever-increasing number of applications. The
more data from users, the better understanding of their needs.
Therefore, users’ needs can be analyzed based on their social
groups, social approach, and social data.

User requirements analysis is critical to mitigating the
explosive growth of applications. If the application clarifies the
user’s needs, it will gradually match the user’s requirements.
However, the users’ requirements are not static and will change
with changes in the surrounding environment. Therefore, the
user requirements analysis of the applications should be dy-
namic, real-time, and diversified [76]. Fig. 5 is a framework
for matching user requirements and applications. We use the
knowledge graph to build the framework of customized recom-
mendation. The application uses ssn:user profile, owl:Things,
and ssn:Sensor for data analysis. In this way, the framework

records various dynamic information in the user’s life, and
the application matches according to the user’s information
analysis to complete customized recommendations.

Besides, the profiles of heterogeneous applications help a lot
in providing the most accurate recommendation. Therefore,
we define elements of ssn:Feature and ssn:Function in the
ontology as a clear description for a given application. That
would also contribute to satisfying users’ demanding and
adapted requirements. For example, the refrigerator in smart
homes has some basic information about the features, such
as the manufacturer name, producing date, quality guarantee
period, customer service telephone number, user manual, etc.
The other essential element is the ssn: Function provided by
the refrigerator, such as preservation, sterilization, and storage.
This kind of information allows the smart home system to get
information about the refrigerator software functions, perfor-
mance, and services, which plays an essential role in matching
user requirements with the available applications. Therefore,
the ontology helps build a relatively complete knowledge
system around the necessary information and functions of the
food ordering, which will be then filtered and matched with
various requirements.

In addition to accurate mapping between applications and
requirements, techniques related to the sensing and network
layers are also crucial for overcoming applications exploding
in smart homes. For example, applications are supported by
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various sensors and devices in the sensing layer; therefore,
techniques including intelligent sensing, context-awareness
will be promising. Besides, network topology design and
optimization would make the data transmission as efficient
as possible. By making full use of existing resources and
providing the most accurate and comfortable functions, the
smart home will become more intelligent.

V. CONCLUSION AND FUTURE WORK

The exponential growth of applications rapidly increases
the load-bearing pressure of IoT services, triggering an ap-
plications exploding. Many technologies and techniques are
already deployed in the sensing layer, network layer, and
application layer of the IoT to alleviate the problem caused
by the excessive applications. This survey enumerates a series
of challenges brought by the application exploding and sum-
marizes some existing intelligent algorithms and methods that
effectively help satisfy users’ adaptive requirements, including
better access to user service information, efficient transmis-
sion, and intelligent service analysis. The smart home is
presented as a typical IoT application to give a comprehensive
understanding of user needs and provide customized and
accurate services.

Although several existing technologies are successfully han-
dling some of the application exploding challenges, other
challenges are still not handled effectively, such as availability
and application accuracy, diversity, naming and description,
and matching and filtering. We put forward some practical
challenges for future research:
Unified identity of user: users must complete user registration
before using applications. The number of applications contin-
ues to increase, and so is the number of user registrations.
Each user has to register multiple accounts even though most
of them are just slightly different. To better analyze users’
requirements, we must have a unified identification of users to
link each user with only one ID. In this way, we can effectively
analyze user requirements and provide users with customized
and accurate services.
Relationship modeling of user: Most applications have social
functions. This type of applications makes the social rela-
tions more complicated due to the existence of cyberspace.
If we effectively characterize user relationships based on
applications, we can better analyze users requirements using
their social relationships. Besides, we can better manage the
establishment, maintenance, optimization, and management of
service relationships among applications.
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