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Abstract�ZigBee is one of the communication protocols used in the Internet of Things (IoT) applications. In typical deployment
scenarios involving low-cost and low-power IoT devices, many communication features are disabled, consequently affecting the
security offered by ZigBee. The ZigBee speci�cation assumes that deployment of frame counters is suf�cient to mitigate replay attacks
in secure ZigBee networks. However, we demonstrate that it is insuf�cient in this paper (i.e., the network is no longer secure after the
coordinator restarts). As a countermeasure, we present a timestamp-based scheme to mitigate replay attacks. Our mitigation strategy
does not consume power signi�cantly, and fully powered devices will be responsible for providing power-constrained devices with the
current timestamp. The proposed scheme is designed for all ZigBee topologies and different states of ZigBee End Devices (ZEDs).
Findings from our evaluation show that the proposed scheme can successfully mitigate replay attacks, with no signi�cant network
performance degradation even assuming a worst-case scenario (i.e., many devices are sending data simultaneously).

Index Terms�Replay attack, timestamp, ZigBee security.

F

1 INTRODUCTION

A S Internet of Things (IoT) devices and the supporting
infrastructure advance, applications of IoT will be

more prevalent and commonplace (e.g., smart cities, smart
homes, and Industry 4.0 [1], [2]). In typical IoT deployment
scenarios, there will be a signi�cant number of low-cost
devices (e.g., sensors and actuators) that need to communi-
cate with each other as well as the other supporting infras-
tructure (e.g., edge devices and cloud servers [3]). ZigBee,
complementing other communication methods (e.g., WiFi
and Bluetooth), is a lightweight communication protocol
that satis�es the cost-effective and low-power consumption
requirements of IoT devices [4]. There are two types of
network devices in ZigBee:

� Full-Function Devices (FFDs), which have perma-
nent power supply and always work in the operating
mode without sleeping.

� Reduced-Function Devices (RFDs) whose operating
time is signi�cantly minimized compared to the
sleeping time, and such devices are usually battery-
powered [5].

In ZigBee networks, the devices can be broadly cate-
gorized into ZigBee coordinator (ZC; mainly responsible

� Corresponding author, Email: ninghuansheng@ustb.edu.cn
1The School of Computer and Communication Engineering, University of
Science and Technology Beijing, Beijing 100083, China.
2Beijing Engineering Research Center for Cyberspace Data Analysis and
Applications, Beijing 100083, China.
3The School of Reliability and Systems Engineering, Beihang University,
Beijing, China.
4 The School of Information Engineering, Xinjiang Institute of Engineering,
Xinjiang, China.
5 The Department of Software Engineering, China University of Petroleum,
Qingdao 266580, China
6 Department of Information Systems and Cyber Security, University of
Texas at San Antonio, San Antonio, TX 78249-0631, USA. Email: ray-
mond.choo@fulbrightmail.org

Fig. 1. ZigBee protocol stack

for establishing and starting the ZigBee network), ZigBee
routers (ZRs; which expand the network and help the ZC in
maintaining the network communications), and ZigBee End
Devices (ZEDs; which operate as sensors and actuators).
Both ZC and ZRs are FFDs, whereas ZEDs are RFDs.

ZigBee also provides robust security, which partly ex-
plains why ZigBee communication technology is widely
used in many IoT-enabled applications [6]. Speci�cally, Zig-
Bee stack has four layers, namely, Physical, MAC, Network
(NWK), and Application (APL). As shown in Fig. 1, the
security of the ZigBee networks is implemented in the NWK
layer and the application support sublayer (APS; part of the
application layer) [7]. Each layer deploys its secret keys to be
used by the Advanced Encryption Standard Counter with
Cipher Block Chaining-Message Authentication Code (AES-
CCM*) for encryption/decryption operations and ensuring
the data authenticity of the transmitted data [8]. The secret
keys used by ZigBee security are master, link, NWK, key-
load, and key transport keys. The usage of these keys de-
pends on the ZigBee layer, where the security operations are
running, and the required security services. In this paper, we
focus on the NWK and link keys since they are related to the
replay attack. The NWK key is used to secure the broadcast
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messages sent over the network (network security), and the
link key is used in securing the unicast messages between
paired devices (end-to-end security) [9].

The Replay attack [10], [11] is one of the common attacks
targeting ZigBee networks. As the name suggests, such at-
tack involves the copying of intercepted frames so that they
can be re-injected in the network. In secure ZigBee networks,
Frame Counters (FCs) are used to mitigate replay attacks.
However, ZigBee networks operate in two modes: standard
and secure. As shown in Fig. 2, standard ZigBee networks
are not secure. The payload of the frames is in plaintext
format, and the frames have no FCs in their headers. The
secure ZigBee networks, on the other hand, offer options
such as encrypting the frame’s payload, checking message
integrity, and deploying FCs. The length of FC is four bytes
in the secure ZigBee networks, which is incremented by
one with every new message sent by the local device. Its
maximum value is 0xFFFFFFFF, which is set to 0 when the
network is established, restarted, and after the NWK key
is updated. In a normal working secure ZigBee network,
the FC keeps incrementing during the transmission of new
frames. Besides, it is used by the ZigBee devices to discard
the received frames with the FC smaller than that of the
last received frame of the same source device. In contrast,
if the FC of the received frame is higher, the frame will be
accepted, and the received device will store the FC of the
newly received frame. For ZigBee security, deploying FCs is
the only defensive mechanism against replay attacks [8].

In this paper, we show that replay attacks can be suc-
cessfully carried out on a secure ZigBee network even after
adding the FCs to the network frames. Speci�cally, we
exploit the fact that the FCs of the network devices are
reset to 0 after the ZC restarts. As a result, any previously
sniffed frames can be injected successfully, and such replay
attacks cannot be detected. In a real-world scenario, FCs are
reset in the following cases. First, when the ZC restarts due
to power failure or a successful cyber attack, the FCs will
be set to zero. Second, when the FC reaches the maximum
value (0xFFFFFFFF) after some time, say one or two years
depending on how active the network is and in the case
that the ZC does not restart, we will have a dead-lock
situation. That happens because the next FC value will
be (0x00000001) which will make the frame be considered

an old or repeated one after it is compared with the last
received FC of (0xFFFFFFFF). This situation is resolved by
resetting the FCs in the whole network either by restarting
the ZC or changing the NWK key.

Intuitively, we can mitigate the attack by using a pa-
rameter that does not reset after the ZC restarts or at any
point during the network operation. Therefore, we posit the
potential of using a timestamp-based scheme over FCs, since
timestamp will not be reset or repeated. A summary of the
key contributions in this paper is as follows:

1) We explain how an attacker can carry out replay
attacks in a secure ZigBee network where FCs are
deployed.

2) Extending our prior research in [12], we present an
enhanced timestamp scheme that prevents replay
attacks in secure ZigBee networks. This scheme is
designed to cover all ZigBee topologies, and our
evaluations include different states of ZEDs and dif-
ferent network congestion situations. The �ndings
demonstrate the effectiveness of the new proposed
scheme in blocking replay attacks.

The remaining part of this paper is organized as follows.
The next section reviews the related literature. In Section 3,
we demonstrate how one can successfully carry out a replay
attack in the secure ZigBee network. In Sections 4 and 5, we
present our proposed enhanced timestamp scheme and its
evaluation, respectively. Section 6 concludes this paper.

2 RELATED WORK

ZigBee, as a wireless communication technology, is vul-
nerable to security threats at various layers. For example,
at the physical layer, there are attacks such as snif�ng,
jamming [13], [14], and frames injection attacks [15]. At
the MAC layer, there are attacks such as Denial of Ser-
vice (DoS) attacks [16], Ping-Pong effect [17], and attacks
targeting the energy sources of ZEDs by preventing them
from activating the sleep mode like the attack in [18] and
ghost-in-ZigBee [19]. At the network and the application
layers, there are also some threats such as wormholes and
selective forwarding attacks [20], data manipulation, and
frames decoding [21]. Such attacks can be performed using

Fig. 2. ZigBee Frames Structure
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a wireless module that works with ZigBee radio frequency
and a packet analyzer program that can read the captured
frames. Usually, most of these attacks can be successfully
carried out on the standard ZigBee networks. However,
when security is applied, it will be challenging to run such
attacks because secure ZigBee networks encrypt and protect
their frames using AES-CCM* with 128-bit keys in addition
to applying message integrity mechanism [22].

Vidgren et al. [15] demonstrated how a DoS attack could
be carried out by exploiting the ZigBee frame counter.
Speci�cally, the attacker can send a frame with the maxi-
mum allowed FC, which forces the receiver devices to set
its FC to 0xFFFFFFFFand reject subsequent frames since
they have a smaller frame counter. The authors claimed that
the attack could be carried out with the absence of message
integrity (i.e., level 4 in Fig.2, where there is encryption but
no application of the Message Integrity Code (MIC)).

Zualkernan et al. [23] also demonstrated how one could
successfully carry out a replay attack in the standard Zig-
Bee network, by using the killerBee tool to inject sniffed
frames into the network. Such attack in the standard ZigBee
network is not surprising since the frames in the standard
ZigBee networks are neither encrypted nor protected, and
the frames have no FCs. However, such attack does not
work in the secure network since the repeated frames will
be dropped and ignored.

Durech et al. [24] showed that secure ZigBee networks,
which have devices with pre-con�gured NWK keys, are
vulnerable to replay attacks after the sequence number (1-
byte long [22]) of the frames restarts. We remark that as
secure ZigBee networks use FCs to block replay attacks,
resetting the sequence number alone is insuf�cient to carry
out replay attacks in secure ZigBee networks regardless of
the unchangeable pre-con�gured NWK keys situation.

Olawumi et al. [21] also explained that replay attacks
could be carried out on secure ZigBee networks and sug-
gested using time-stamping during the encryption process
as a mitigation strategy. However, the sequence number
of the ZigBee frames is already a part of the encryption
process, and the authors did not provide any details about
the implementation of their solution or how the ZEDs can
obtain the current timestamp. Besides, using this method
will result in the inability of the device to determine whether
the frames are old or not without decrypting the received
frames. Hence, there are additional time, energy, and pro-
cessing power implications. For example, Farha and Chen
[25] suggested changing the NWK key after the ZC restarts,
which will result in network congestion in the network
containing a signi�cant number of the connected devices.
Besides, such an approach will not work well for ZEDs with
pre-con�gured keys.

3 REPLAY ATTACKS AGAINST ZIGBEE NETWORK

There are eight levels for the ZigBee security as shown in
Fig. 2. It is trivial to carry out replay attacks in the standard
ZigBee network (i.e., level 0), since it is not secure. Therefore,
our focus here is the secure ZigBee network. Our setting
comprises a secure ZigBee network with a ZC, a ZR, and
�ve ZEDs (see Fig. 3(a)). We choose security level 5 in the
experiment since it is the default level recommended by

the ZigBee Alliance. At this level, the frame’s payload on
the network layer level is encrypted, and the 32-bit MIC is
calculated using AES-CCM* with the NWK key. Moreover,
the payload on the application layer level is also encrypted,
and the 32-bit MIC is calculated using AES-CCM* with the
link key, as shown in Fig. 4. The different MIC sizes (i.e., 32
bits, 64 bits, or 128 bits) do not affect the ef�ciency of the
replay attacks in the secure ZigBee networks, as the attacker
copies the entire frame. Therefore, the entire MIC will be
copied and used to prove the integrity of the copied frame
used in the attack.

Initially, ZC establishes the ZigBee network. Then, ZEDs
join the system and receive the secret keys from the Trust
Center, which is the ZC in our experiment. After the net-
work is fully established, the ZEDs will be successfully
deployed in the networks and start performing their duties,
whether as sensors (sensing the environment and transmit-
ting data) or as actuators (listening and receiving control
messages). At this point, the attack starts. First, the ZigBee
frames are sniffed using the Texas Instruments CC2531 tool,
and the Ubiqua protocol analyzer is used to convert the
captured raw data into meaningful information. As shown
in Fig. 3(b), the auxiliary header of the NWK frames, which
contains FC, is not encrypted (i.e., plaintext). However, the
payload is encrypted using the NWK key. Since the attacker
does not have the NWK key, the frame content is secure.
However, in some applications, such as smart homes, the
attacker can guess the purpose of some frames by observing
the home residents’ activities without the need to decrypt
the payload. For example, when the victim opens the house
door while the attacker is snif�ng the network frames, it
will be trivial for the attacker to �gure out which frame is
responsible for the door opening action.

In Fig. 3(b), in order to show how the payload content
changes, a sniffed frame is presented before (the left-hand
side of Fig. 3(b)) and after (the right-hand side of Fig. 3(b))
decryption using the NWK key 0x01, 0x03, 0x05, 0x07, 0x09,
0x0B, 0x0D, 0x0F, 0x00, 0x02, 0x04, 0x06, 0x08, 0x0A, 0x0C,
0x0E. Obtaining the NWK key is beyond the scope of this
paper, and our replay attack does not rely on the NWK
key. As previously discussed, neither the auxiliary header
nor the FC is encrypted. The FC in the sniffed frame is 48
(0x00000030), which is then utilized in our replay attack,
and the attacker needs the encrypted frame to carry out the
replay attack.

After copying the encrypted frame, the frame cannot be
injected in the network directly because it will be rejected
after its FC is checked. For example, the FC in the ZigBee
network, where we captured a frame with FC equals 48, has
already exceeded the value of 48. Therefore, after capturing
many frames and in order to carry out a successful replay
attack, we have to ensure that the value of the last recorded
FC at the victim’s device is smaller than that of the FCs in
the captured frames. To do that, we restart the ZC which,
in turn, resets the FCs in the network. Then, we inject
the captured frames by sending them back using a ZigBee
module, which is not a part of the network.

After the FCs are reset, the secure ZigBee network will
no longer be secured against replay attacks, since it cannot
detect old frames. This is because the injected (old) frames
have higher FCs than the current FC stored at the victim
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Fig. 3. Smart home with healthcare devices: (a) smart home architecture, (b) a sample sniffed/captured frame

Fig. 4. Secure ZigBee Frame

device after resetting its FC value to zero. Also, the injected
frames are encrypted with the same active NWK key using
the same algorithm AES-CCM*. In addition, as their con-
tents are unchanged, these injected messages will pass the
MIC-based integrity check, regardless of the MIC length and
the applied secure scheme. After successfully receiving the
injected frame, the victim device will execute the command
after decrypting the message because it is a valid command,
and its content is unchanged.

There are implications of a successful replay attack. For
example, such attacks can lead to DoS attack at the victim’s
side. Let us say, after receiving a frame from a sender device,
the receiver stores the frame’s FC and uses it as a reference to
check subsequent frames. Therefore, if the injected frame’s
FC is very high, all subsequent frames from the same sender
address registered in the injected frame will be dropped or
ignored by the receiver. This situation will continue until the
value of the outgoing FC from the sender exceeds the value
of the last incoming FC obtained by the receiver from the
injected frame. Consequently, this results in a DoS attack.

4 PROPOSED ENHANCED TIMESTAMP SCHEME

We will now present our enhanced timestamp-based
scheme, which is designed as an alternative to the use of
FC to mitigate replay attacks in secure ZigBee networks.
The proposed scheme takes into consideration the power
consumption and resource limitations in ZEDs. Therefore,
we exclude the use of the internal clocks embedded in the
microcontrollers of ZEDs, since ZEDs spend most of their
operating time in sleeping mode. Moreover, installing clocks
in the ZEDs may require adding a new circuit to the ZEDs,
which has cost implications. Not requiring the installation
of clocks also allows us to avoid challenges associated
with synchronizing all network clocks. We remark that de-
synchronized clocks could result in the dropping of frames
when the delay in the ZED’s clock exceeds the timestamp
threshold, and consequently result in a DoS attack (such

as the one described in the preceding section). Therefore,
the network clocks will be installed on FFDs, because they
are fully powered devices and more powerful than RFDs.
Both ZC and ZRs are always in the running mode and do
not sleep; therefore, their timers are always running and
consistent.

Different ZEDs may perform different tasks, whether
as sensors, actuators, or both. They can also be connected
to different FFDs, depending on the network topology. In
the star topology, all ZEDs are connected to the ZC, so
the current timestamp can be obtained by asking the ZC
directly. In other topologies, ZEDs could be connected to the
ZC or different ZRs. Therefore, each ZED asks the connected
FFD for the timestamp, which avoids unnecessary traf�c
due to the exchange of timestamp request/reply messages
between the ZC and the remote ZEDs through a network
of ZRs. Moreover, the ZC does not have to handle all the
ZEDs requests, which can be considerable. Now, we will
discuss the different cases of ZEDs, in order to minimize the
overhead of implementing the timestamp scheme in ZigBee
networks, as follows:

1) ZEDs attached with only sensors (e.g., ZED2 and
ZED3 in Fig. 3(a)). In this case, before sending
the new sensing data, the ZEDs send timestamp
requests to the directly connected FFD, which is
responsible for maintaining the ZED network con-
nection. As shown in Fig. 5, the timestamp request
includes oldtimestamp (the timestamp of the last
frame originated from the ZED) and a nonce, and it
is encrypted using the NWK key. After receiving the
timestamp request, the responsible FFD decrypts
the request and validates the oldtimestamp by com-
paring it with the last received timestamp from the
sender. If they match, the FFD sends back a times-
tamp reply, including the current timestamp and the
nonce encrypted using the NWK key. After that, the
ZED decrypts the timestamp reply and then checks
whether the received nonce is the same as that in the
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