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Abstract— Vehicle-to-grid (V2G), involving both charging and
discharging of battery vehicles (BVs), enhances the smart grid
substantially to alleviate peaks in power consumption. In a
V2G scenario, the communications between BVs and power grid
may confront severe cyber security vulnerabilities. Traditionally,
authentication mechanisms are solely designed for the BVs when
they charge electricity as energy customers. In this paper, we
first show that, when a BV interacts with the power grid, it may
act in one of three roles: 1) energy demand (i.e., a customer);
2) energy storage; and 3) energy supply (i.e., a generator). In each
role, we further demonstrate that the BV has dissimilar security
and privacy concerns. Hence, the traditional approach that only
considers BVs as energy customers is not universally applicable
for the interactions in the smart grid. To address this new security
challenge, we propose a role-dependent privacy preservation
scheme (ROPS) to achieve secure interactions between a BV and
power grid. In the ROPS, a set of interlinked subprotocols is
proposed to incorporate different privacy considerations when a
BV acts as a customer, storage, or a generator. We also outline
both centralized and distributed discharging operations when a
BV feeds energy back into the grid. Finally, security analysis is
performed to indicate that the proposed ROPS owns required
security and privacy properties and can be a highly potential
security solution for V2G networks in the smart grid. The
identified security challenge as well as the proposed ROPS scheme
indicates that role-awareness is crucial for secure V2G networks.

Index Terms— Vehicle-to-grid (V2G), authentication, security,
smart grid, privacy.
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I. INTRODUCTION

HE smart grid is developing as the next-generation power

infrastructure, in which bi-directional communications of
electricity and information are established to achieve intelli-
gent interactions. Particularly, smart grid enables customers
and utilities to jointly participate in the management of
power monitoring and dispatching for improving the demand-
response balance [1], [2]. Vehicle-to-Grid (V2G) is an emerg-
ing network component in the smart grid, and has been
received increasing attentions [3], [4]. In V2G networks, power
transmission and communication are achieved by periodically
collecting the energy status of a battery vehicle (BV), so that
the BV can provide necessary information services for efficient
power management. Additionally, geographically scattered
BVs may be adopted as distributed electrical loads or energy
resources to provide power services. During the interactions
between BVs and the power grid, security vulnerabilities may
be confronted due to the bi-directional communications. Thus,
security and privacy issues become significant challenges in
V2G networks. In this paper, we will identify and address
a new security challenge in V2G networks owing to BVs’
various interactions with the smart grid.

In V2G networks, a BV may play different roles, and
accordingly has different responsibilities during interactions
with the smart grid. It can be an entity to demand, store, or
supply energy. Specifically, it may act as:

o Energy Demand: In this case, a BV acts as a consumer to
require and charge electricity from the power grid. This
is the traditional role of the BV in the smart grid. For the
sake of illustration, we call such BV as a load-BV.

o Energy Storage: After a BV is charged, it can store
the power in the battery. The BV becomes a distributed
energy storage unit that may potentially provide electric-
ity for the grid or other vehicles. In this case, we call the
BV as a storage-BV.

o Energy Supply: A BV acts as a local power generator to
provide energy support by feeding its stored power back
to the power grid. The discharging operation is able to cut
the load peaks and achieve demand response balance. In
this sense, the BV acts as a Small Portable Power Plant
(S3P) [5], [6]. Accordingly, we call the BV as a S3P-BV.
The properly arranged S3P-BV may provide services to
reduce operation cost and emission loss.

Fig. 1 shows a BV’s individual privacy consideration when

it acts as one of the roles. Revolving around a BV’s different
roles in V2G networks, dissimilar security and privacy chal-
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Fig. 1. BVs’ roles in the smart grid and their privacy considerations.

lenges should be considered. For a load-BYV, it accesses a
local aggregator (LAG) as an energy customer to establish
both power and communication links with the power grid.
Before establishing the interactions, the load-BV and the LAG
should perform mutual authentication to ensure the validity of
identity. For a storage-BYV, it has stored energy via the charging
operation for future power utilization, and the BV may be
challenged to participate in the discharging operation. Towards
the storage-BV’s response to the discharging request, the
storage-BV has its own autonomy to decide its response (i.e.,
agree or decline). Here, the LAG cannot correlate the storage-
BV’s response with its real identity. For a S3P-BYV, it performs
the discharging operation to feed its stored power back to
the grid. During the energy feeding, the LAG cannot obtain
an individual energy status. It is observed that these security
and privacy challenges are caused by the identity correlation
related concerns. Traditionally, authentication mechanisms are
solely designed for BVs when they charge electricity as energy
customers. However, as we indicated, when a BV interacts
with the power grid, it may act as one of three roles: energy
demand (i.e., a customer), energy storage, and energy supply
(i.e., a generator). In each role, the same BV has dissimilar
privacy concerns and security requirements. Hence, the tradi-
tional approach that only considers BVs as energy customers is
not universally applicable for the secure interactions between
BVs and the grid. It is critical to design an anonymous
authentication scheme to achieve privacy preservation for BVs,
considering roles differentiation in the smart grid.

In this paper, we propose a role-dependent privacy preser-
vation scheme (ROPS) for secure V2G networks in the smart
grid. ROPS has considered the unique privacy concerns when
a BV works in different roles. We also elaborate the situation
when a BV works as an energy supplier by discharging
electricity to the power grid. We propose that it may be
implemented in two modes: centralized discharging and dis-
tributed discharging. In the centralized discharging operation,
a BV will feed electricity to the central power grid, and
then the grid can use the electricity for any purposes. In
the distributed discharging operation, a BV does not feed
electricity to the power grid, and it will discharge power to the
local BVs under the same aggregator. Dissimilar authentication
schemes are established to address these two discharging
modes. Furthermore, we perform security analysis of the
proposed scheme with respect to privacy preservation, session
freshness, hierarchical access control, and data confidentiality
and data integrity.

In summary, the objective of this paper is to propose a new
authentication scheme to preserve privacy when a BV may act
as different roles in the smart grid. To achieve this, we have
three main contributions in this work.

« Identify a new security challenge in V2G networks, and
address different privacy issues according to a BV’s
different roles as the energy demand, energy storage, and
energy supply.

« Propose a role-dependent privacy preservation scheme
to address the identified security challenge. In addition,
we propose both centralized and distributed discharging
operations for a S3P-BV for the central smart grid and
the local neighboring load-BVs, respectively.

o Apply hybrid cryptographic primitives (e.g., ring signa-
ture, fair blind signature, and proxy re-encryption) to
achieve anonymous authentication, and perform secu-
rity analysis to demonstrate that the proposed scheme
achieves security protection and privacy preservation.

The rest of this paper is organized as follows. Section II
overviews the related work. Section III describes the system
model, and we introduce both centralized discharging and
distributed discharging modes when a BV feeds its power for
energy supply. Section IV outlines the proposed ROPS authen-
tication scheme. Section V discusses the inter-relationship
of the sub-protocols in ROPS, and Section VI presents the
security analysis. Finally, Section VII draws a conclusion.

II. RELATED WORK

There are few studies on the security and privacy issues in
V2G networks. Yang et al. [7] identified privacy-preserving
issues and proposed an innovative precise reward architecture.
Concretely, a reward scheme P2 was proposed to realize the
trade-off between the participants’ freedom of using the BVs
and benefits provided by the operators. A secure communica-
tion architecture was proposed to achieve privacy preservation
for BV monitoring and rewarding, in which an ID-based blind
signature and an access control mechanism were introduced
to realize anonymity authentication and hierarchical authority.
Guo et al. [8] proposed a novel batch authentication protocol
(UBAPV2G) to deal with multiple responses from a batch
of vehicles. The proposed protocol introduces the concept of
interval time for an aggregator verifying multiple vehicles, and
applies the modified digital signature algorithm (DSA) algo-
rithm to establish multiple object simultaneous verification. It
turns out that such batch authentication mode has advantages
comparing with the one-by-one authentication. Liu et al. [9]
focused on different group attributes of BVs, and proposed
an aggregated-proofs based privacy-preserving authentication
scheme (AP3A) to achieve simultaneous identification and
secure identification for BV’s different working modes (i.e.,
home mode, and visiting mode). Moreover, Liu et al. [10]
further proposed a battery status-aware authentication scheme
(BASA) to address privacy preservation considering different
battery status, including charging, fully-charged (FC), and
discharging states. Three protocols were presented to guar-
antee the secure interaction between BVs and the power grid
during the dynamic battery state transitions. Vaidya et al. [11]
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proposed an original multi-domain network architecture for
V2G networks. The scheme incorporates a comprehensive
hybrid public key infrastructure (PKI) model which applies
the peer-to-peer cross-certifications. Meanwhile, intra-domain
management and inter-domain certificate management are
established to achieve hierarchical access control. Tseng [12]
proposed a secure and privacy-preserving communication pro-
tocol, which applies a blind signature and certificateless public
key cryptography to achieve identity and location privacy
perversion.

Our paper differs from these studies since we identify and
solve a new security challenge in V2G networks. We observe
that BVs may play different roles, including energy demand,
storage, and supply. A BV has different privacy concerns when
it works as different roles. Thus, a universal authentication
scheme is not suitable for a BV. We need to design different
authentication schemes for a BV that works in different roles,
and further propose a new scheme to address the problem.

Additionally, several works have studied the general secu-
rity issues in the smart grid, including security frameworks
[13]-[19], authentication protocols [20]-[23], encryption and
key management [24], [25], and privacy-preserving proto-
cols [26], [27]. Li et al. [20] proposed a one-time signa-
ture based multicast authentication scheme, which is able
to reduce storage cost and signature size compared with
existing schemes, and is appropriate for lightweight appli-
cations. Fouda et al. [22] introduced a lightweight message
authentication scheme, in which mutual authentication and
the shared session keys are established by the hash-based
authentication code and the Diffie-Hellman exchange protocol.
Kim et al. [23] outlined a secure smart-metering protocol
(SSMP) for power-line communication. Thereinto, the shared
key transport protocol and meter-reading transmission protocol
were designed without revealing any sensitive information, in
which public-key encryption scheme is applied for the encryp-
tion. Lu et al. [27] reported a privacy-preserving aggregation
scheme (EPPA), which applies a super-increasing sequence
to structure multi-dimensional data and encrypt the structured
data by the homomorphic Paillier algorithm. Meanwhile, the
batch verification mode was adopted to reduce the authenti-
cation cost, and the proposed EPPA had high efficiency with

The role-dependent system model in V2G networks.

less computation and communication overhead. Our paper is
different from these studies in two main aspects. First, we
focus on the security and privacy issues in V2G networks
instead of the generic smart grid. Second, the identified privacy
problems related to BVs’ different roles have not been studied
yet in the literature.

III. SYSTEM MODEL

Fig. 2 illustrates a BV’s role-dependent system model in
V2G networks, which includes three main entities: battery
vehicles (BVs), a local aggregator (LAG), and a central
authority (CA). A BV is owned by an individual user and
has a specific group attribute. LAG is granted by a power
operator to collect BVs’ energy status for power scheduling.
CA as a trusted entity belongs to a nonaligned institution.

In the network model, BV's access the power grid for energy
demand, and can also discharge the available power back into
the smart grid. Thereinto, LAG directly communicates with
the power grid on behalf of the geographically dispersed BV,
and acts as a power and information agent to establish power
transmission and information communication. C A participates
in all the communications, and can derive the detailed power
and information data to support bill services, and the acquired
data serves for the power grid management.

For the sake of presentation, we consider BV; to introduce
such role-dependent system. During B V;’s accessing the power
grid via LAG, it may act as three possible roles (i.e., load-BYV,
storage-BV, and S3P-BV). Revolving around the BV;’s iden-
tity, dissimilar security and privacy requirements should be
considered based on the different roles.

e Load-BV: {BV;, LAG;} represent the variants of
{BV;, LAG} as a load-BV and the corresponding aggre-
gator. When BV); accesses the power grid for energy
demand, the power flows from the power grid into BV};.
Before performing the charging operation, { BV);, LAG,}
should establish mutual authentication to ascertain the
validity of identity. BVj; should be verified without
revealing its identity so that L AG; cannot correlate BVj;’s
sensitive identity with the location privacy.

o Storage-BV: {BVi;, LAG} represent the variants of
{BV;,LAG} as a storage-BV and the corresponding
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aggregator. After completing the charging operation, B Vy;
becomes a potential energy source, and may be fur-
ther challenged by CA to participant in the discharging
operation for power-balance consideration. When BVj;
receives the discharging request from CA, it may agree
or decline the request. LAG; can obtain the response to
launch the corresponding operation, but cannot ascertain
that the obtained response is from a specific BV; to
discover the user response privacy (e.g., the user may
not want to perform the discharging operation, or may
need to drive the BV immediately).

o S3P-BV: {BVpi, LAG,} (p € {pc, pa}) represent the
variants of {BV;, LAG} as a S3P-BV and the corre-
sponding aggregator. We define two types of energy sup-
ply modes for the S3P-BYV, in which the subscripts { pc,
pa} are used to denote the centralized and distributed dis-
charging operations, respectively. Thereinto, centralized
discharging refers to the mode that BV, ; feeds its energy
into the power grid for centralized energy dispatching.
Distributed discharging refers to the mode that BV,
feeds its power to the neighboring load-BVs (BV;s) for
distributed energy utilization. The former mode is used
for the case when there are no load-BVs in the local
area, therefore the power can be returned into the grid for
central dispatching. The latter mode is for the case when
there are other load-BVs in the local area. The discharged
electricity will be directly transmitted to the neighboring
load-BVs for efficiency and cost considerations. In the
two modes, the system has the following security require-
ments: 1) LAG,, (LAGp,) cannot correlate BV ;’s
(BV),i’s) identity with the energy status, 2) BV; cannot
correlate BV),,;’s identity with the discharging status, and
3) BV, or LAGp, cannot correlate BV,’s identity with
the charging status.

It is beneficial to differentiate the centralized and distributed
discharging modes for V2G networks, and Fig. 3 shows
the necessity of the two discharging modes. Assume that a
S3P-BV (i.e., BV, or BV,,;) performs energy supply for
either power grid or neighboring load-BVs, the discharged
energy can be regarded as non-difference. However, it is quite
different towards the energy charged from the power grid and
from its local BV,,; considering the efficiency and cost, and
BV,,i’s neighboring load-BVs may enjoy more preferential
electricity price during the distributed discharging operation

due to the lower transmission line losses. The distributed
discharging mode can improve power scheduling efficiency,
and avoid redundant power outflows and re-inflows.

In the system model, both power transmission (marked as
the solid line) and information communication (marked as
the dash line) are established between BVs and LAG. The
arrows in the lines show the direction of power flow. For
instance, BVj; as a load-BV performs charging operation, and
the power flows from the power grid into the load-BV. BVj;
is a storage-BV, and only a communication link is established
among {BV,;, LAGs, CA}. For BV),; as a S3P-BV working
in the distributed discharging mode, its stored power flows into
multiple BV;s via LAGp,. In this case, there is less power
transmission from the power grid.

Towards the attack model, the communication channels
are exposed in public, and both internal and external attacks
exist during interactions. The internal attacks mainly refer to
the interactive legal entities. Thereinto, a LAG may be self-
centered and utilitarian, and aims to obtain more BV's’ private
data contents and the associated user behaviors for the maxi-
mization of commercial interests; a BV may attempt to capture
other BV's’ sensitive data for certain purposes (e.g., curiosity,
and malicious intent). The external attacks mainly consider the
data CIA triad (i.e., confidentiality, integrity, and availability)
threats from outside adversaries, which could compromise
the legal entities, and subsequently perform data tampering
or privacy disclosure. Concretely, the adversary may: corrupt
and impersonate as a legal entity to forward and modify the
intercepted messages in the current session; eavesdrop and
record the exchanged messages in former sessions, and replay
the messages in the ongoing communication; perform tracking
and traffic analysis to monitor and estimate the user behaviors
for passive aggressions. The adversary cannot: obtain the pre-
shared secrets; extract the real identifier via the intercepted
messages, or generate the consistent pseudonyms; acquire the
pseudorandom generation algorithm.

IV. THE PROPOSED ROLE-DEPENDENT PRIVACY
PRESERVATION SCHEME: ROPS

A. System Initialization

We consider BV; to establish interactions with LAG, CA,
and other BV's in V2G networks. Thereinto, BV; are assigned
with the pseudonyms {PIDpy,, PIDraG}, and LAG only
has its own PI Dy s¢. Note that BV; is defined in two types of
groups during accessing the power grid: one is the static group
that is assigned by a specific power operator, and the other
is the dynamic group that is established by the temporarily
gathered BV's around the same LAG’s range. Additionally,
three hash functions are defined: {Hy, H;} : {0, 1}* — ZZ;
Hy : Zj x Zy — Zy, in which g is a large prime. The public
key Y; (r € {BV;, LAG}) and the corresponding privacy key
X; € Zy are defined according to a generator g € {0, 1}*.

o For active entities (i.e., {BVy;, LAGy}, 0 € {l, pc, pa}):

Ypv, = g% (mod p), and Y246 = "¢ (mod p).
o For inactive entities (i.e., { BVy;, LAG}): Yév; = nggvi,
and Y} 4 = gX 5-
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TABLE I
NOTATIONS
Notation Description
BV; The i-th battery vehicle (BV). Note that BV
includes battery electric vehicles, fuel cell ve-
hicles, plug-in hybrid electric vehicles, etc [7].
LAG The local aggregator.
CA The central authority.
BVy;, BV, BYV; acting as a load-BYV, and a storage-BV.
BVpis BVpyi BYV; acting as a S3P-BV in the centralized
discharging mode and distributed discharging
mode.
LAG;, LAG; LAG connecting with BV};, BV;.

LAGy., LAG,,
PIDgy,, PIDpac
SidBVi N SidLAG

TBV;> TLAG> TCA
! I
ns/nk, nd*/nd*

{Y*,:L‘*}

{Ysv.,Zpv,}

LAG connecting with BV, _;, BV,
Pseudonym of BV;, LAG.

Session identifier of BV;, LAG, attached with
the entity group attribute.

Pseudorandom number of BV;, LAG, CA.
The number of BVs in a static group and a
dynamic group.

The general symbols of the pairwise public key,
and privacy key.

The general symbols of a BV’s pairwise pseudo
public key, and pseudo privacy key.

dt

kv, The individual key shared by BV; and C A.
kg, ks The group keys.
Eke(.), H(.) The encryption, and hash function.

M The locally re-computed value M according to
the same algorithm.

{M}n, A set of values {M1, ..., Mp, }.

Let G = (g) denote that a group G is generated based on g.
There is a set of parameters (q, g, f, G, G, e, H}) in a bilinear
map. Here, {G, G’} are of prime order ¢, and (g) = (f) = G.
The mapping that e : G x G — G’ satisfies the bilinear non-
degenerate properties: i.e., for all g € G and a,b € Z}, it
turns out that e(g?, f?) = e(g, £)%’, and e(g, f) # 1. Note
that full-fledged cryptographic algorithms (e.g., ring signature
[28], blind signature [29], proxy re-encryption [30], and theirs
variants) can be exploited to support the proposed ROPS. The
main notations are listed in Table L.

B. LoadAP: Authentication Protocol for the Load-BV

Fig. 4 shows an interaction of {BV};, LAG;}. BVj; rep-
resents one of the load-BVs (e., {BVj1,.., BV, }, i €
{1, ...,n41}, ng1 € N*), and BV}; accesses LAG, along with

other load-BVs in a distributed way. Here, ng; is the number
of the BVs in BV};’s temporarily dynamic group.

1) Phase 1. LAG; Challenging BV;;: LAG,; generates
a session identifier sidpag, to initiate a new session.
LAG further extends sidpag, into ({sidpag,ln, (@.€.
{sidrLAG) s - SidLAGzndl }) by Hamming distance based
extension operation. Thereafter, LAG, transmits sidj g, to
BVj; as a challenge. Upon receiving the message, BVj; gener-
ates a session identifier sidpy, to compute sidj; as a session-
sensitive variable.

sidi; = Ho(sidpv, |Isidracy;)

2) Phase 2. LAG, Verifying BV);’s Ring Signature: BVj;
randomly chooses vgy,, and vgy,, in which a € {1, ..., ny}
and {vgy,,VvBy,} € Z;‘]‘. Here, ng refers to the number of BVs
in BV;’s affiliated static group, and vy, is a shading operator
used to hide the proofs. Thereafter, BV); extracts a message

mpy,, and computes Rpy,, (a # i), and Rpy,.
gVBV]a

(mod q)
VBV~ 2w api H2(H1(mpy;,), Hi (Rpv,,))

Ry, =

Rpv, = 8

ng
( TI Yy, ' (modgq)
a=1,a#i
Thereafter, BV;; computes opy,, and establishes a ring
signature d(mpv,;) = {{RBv;; }ny> {YBV; Ins» 0BV}
ng
OBV, = VBV,;XBV; + Z VBV,
a=1,a#i
+Hy(Hi(mpv;,), Hi(Rpy,)) (mod g)

BYV); extracts the pseudonym PIDpy, and secret key kpy,
to compute Mpy,. Here, kpy, is a one-session available
key shared by BV; and CA. Thereafter, BV); transmits
Sidgv”||5(m3v,i)||MBv“ to LAG;.

Mgy, = Ekgy, (PIDpy, @ sidj;)

Upon receiving the message, LAG, first computes #gy,, =
Hy(Hi(mpv;), Hi(Rpv,)) (o € {1,..., ng}) to verify BV; by
checking the following equation.

ns
g7 = [ Rev, 8" Yay, M

a=1
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o For the left side of (1), we have,
Left(l) = g”BVn gXBVigZZS:l,a;ei VBV, g8V

ns
— gVBV,,- Yav, H gVBVla gﬂBVli
a=1,a#i

o For the right side of (1), we have,

ng
Righty = Rpv, 8" Ygv, [] Rsv,8""Ypy,
a=1,a#i

VBV); 1BV} pI azi VBV
= g "V gtV YBV,g =1, a

If Lefty = Right( holds, LAG; will regard BV); as
a legal load-BV, meanwhile LAG; can only ascertain BV};’s
group information without obtain its specific identifier. Note
that the maximum probability that LAG; determines the
identity of the actual signer BVj; is 1/n;.

3) Phase 3. BV); Verifying LAG,’s Signature: LAG| ran-
domly chooses viag,; € Zj]‘, and extracts the pseudonym
PIDjac and a message mpag,;. LAG; re-computes sidgi,
and normalizes {sialfi}nd1 to obtain {sid],, ...,sidl’ndl }. Here,
>4l (sid))) = Ho(PIDpag|lsidpy;). LAG; further com-
putes Ry aG, and oy, for signature.

Rpac, = g"4%  (mod q)
014Gy = vLacy)  (Hi(mrac, IRLAG,)
ndi
+xrac(Rrac, + D sidj,)) (mod q)
a=1,a#i

Thereafter, LAG; establishes a signature d(mrag,)
{RLAG”,O'LAG”,SidI/I-}, and transmits it to BVj; for authen-
tication. Upon receiving the message, BV); extracts the pre-
assigned pseudonym PIDjsc to compute a set of values
{cit, ez, ci3, cia}.

cn = Hi(mpag, |IRLaGy)(0Lac,)”"  (mod q)
cin = Ho(PIDLG Isidpy,)(oLac,) " (mod q)
e3 = Rpac, (0LaG,)”" (mod q)

cu = sidj;(orac,)”"  (mod q)

StorageAP: The authentication protocol for the storage-BV.

BVj; verifies LAG; by checking the following equation.

RraG) L gau1 (Yp pg ) e = )
o For the left side of (2), we have,
Left(z) — g(O'LAG“)’lH] (mLAGli ”RLAG],-)

— nqgi .
xLAG (0LAG;) " (RLaGy, +2ad=1,a¢;5’d;a)

8
« For the right side of (2), we have,
Right(a) = gHI(mLAG,i IRLAG,; Y (oLAG) ™"

(YLAG)(ZZ{QI (sid],)+Rracy; —sid};)(oLac,) ™!

If Leftpy = Rightp holds, BV); will regard LAG; as
a legal aggregator, and {BV};, LAG;} will establish mutual
authentication without revealing BVj;’s identity information.
LoadAP mainly considers B V};’s location privacy preservation,
in which a fixed LAG; obtains BVj;’s group attribute, and
cannot correlate the detailed location information with BV};’s
real identity.

After above mutual authentication, LAG; further transmits
sidpy, sidpac,; |IMpv; to CA for identification and billing
purposes. CA derives PIDpy, by encryption E,;lvi (Mpv;) ®
Ho(sidpy, @ sidrac,;), therefore CA ascertains BVj;’s real
identity. Generally, {LAG;, CA} are assigned hierarchical
authorities on BV;, i.e., LAG; only knows BYV;’s general
group attribute, and C A owns full authority on BV;’s detailed
identity.

C. StorageAP: Authentication Protocol for the Storage-BV

Fig. 5 shows an interaction of {BVy;, LAGs,CA}, and
BVs; as a storage-BV is a possible energy source to perform
discharging for power dispatching. It has full autonomy
to decide whether or not to participate in the discharging
operation.

1) Phase 1. CA Challenging {LAG,, BVy;}: CA gener-
ates a pseudorandom number rc4, and a discharging request
Challc s to transmit rca|[Challcy to LAG,. Afterwards,
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LAG, computes rpAG,;, and transmits rpaG,; |Challca to
BVg;.

rLacy; = Ho(sidpac, lrca)

Upon receiving the message, BVy; generates a pseudoran-
dom number rgy,; to compute ry;.

rsi = Ho(rpv, IrLac,; Isid;;)

2) Phase 2. LAG Verifying BVy;’s Ring Signature:
BV, randomly chooses VBV and vpy,;, (f € {1,...ns},
{VBVSﬂ»VBVSi} € Zj‘;). Thereafter, BVj; extracts the response
message mpy,, € {Agree, Decline}, and computes Rpy,,

(,3 75 i), and RBVS,w

(mod ¢q)

Ns

Rpy, = vy, H gH(Hi(mByvy,),

Hi(Rpv, )Vpy,) ™" (mod q)

Rpvy = 8vBvy

Afterwards, BVy; computes opy,; to establish a ring signa-
ture 3(mpv,;) = {Rpv, Inss Yy In,s 0BV, -

oBv, = vav, Ha(Hi(mpy,), Hi(Rpv,))Xpy,

ns

[T vav, (modq)

BV,; computes Mpy,;, and transmits the cascaded value
rBV; |I5(mBVsi)”MBVS; to LAGS

Mpy,; = Ho(PIDpy; @ rpac,;)

Upon receiving the message, LAG; computes 7py,, =
Hy(Hi(mpv,), Hi(Rpvy)) (B € {1,...,ns}) to verify BVj;
by checking the following equation.

ng
?
gosv, = [ [(Revynsvy,Ypy,) (€)

p=1

o For the left side of (3), we have,

Left3) = gvv, v, Xy, LI5_1 pui VBV,

« For the right side of (3), we have,

Right) = RgvynevyYay, [ RevynsvyYay,
ns
=vavansve Yy, || vavy

If Left3y = Right(z) holds, LAG will regard BVj; as a
legal storage-BV, and LAG; can only ascertain BVj;’s group
attribute without obtaining the detailed identity information.

3) Phase 3. CA \Verifying {LAGs, BVyij}:
computes Mjpag,, and transmits Mpy, |MAG,
for authentication.

LAG;
to CA

MpaG, = H(PIDraG ®rca)

CA extracts the stored pseudonyms {PIDyac, PIDpy,}
to re-compute M?¢ LaG, and Mgv according to rc4 and
{sidpv,, szdLA(;, }. CA verifies {LAGS, BVi} by checking
whether MLAG = M acG, and MBV = Mpy,; hold. If LAGj
is regarded as an illegal aggregator, the protocol will terminate;
and if BVj; is regarded as an illegal storage-BV, the protocol
will eliminate BVy; from the authentication. Thereafter, CA
computes and transmits a certification Permitgy, to LAG;
for assigning an access authority on BYV;.

Permitpy, = Ho(PIDpy, ® PIDpaG ® Challca)

4) Phase 4. BV Verifying LAG;: LAGs randomly
chooses numbers vy 4¢,; for vz ag,; € Z}, and re-computes rfi.
LAG; obtains the normalized values {r{;}n,, = {r{y, - I'5p,, }-
Here, HZﬁl(rs/ﬁ) = Ho(PIDpaGlI7Bv,), and ngy is the real-
time number of the BVs in BVj;’s temporarily dynamic group.

LAG; computes Ry aG,; and o7 4G,; to establish a signature
of MLAGy; -

RrAG,; = gvLAG, (mod q)

OLAGy = VLAGy; (Hi(mpac, IRLAG,;)

nd2
-1
+xp a6 RLAG,, H rep) (mod q)
p=1.f#i

LAGy establishes d(mpac,;) = {RLAG,:>OLAG,;»T.;}, and
transmits d(mpac,;)||Permitgy, to BVS, for authentication.
Thereafter, B Vy; re-computes PermltBV by its locally stored
{PIDpaG, PIDgy,}, and prehmlnarlly verifies LAG; by
checking whether PermztBVi equals Permitgy,. If it holds,
LAG will perform further verification by computing a set of
values {cs1, C52, Cs3, Cs4 }.

cs1 = Hi(mpac,; |RLAG,; )0LAG,; (mod q)
¢s2 = Ho(PIDpaGrBv,)oLAG,; (mod q)
¢s3 = Rpag,0LaG,; (mod q)

Cs4 = ryoLAG, (mod q)

BVy; verifies LAG, by checking the following equation.

? _
RrAG, = 8Cs1 + Y] 45C52¢53(csa) 7! “4)

o For the left side of (4), we have,

Leftu)y = gorac, (Hi(mpac,; |RLAG,;)
nq2
+xpagRLAG,, H rep)
= gorAG,; Hi(mpac,; IRLAG,;)
nq2
+YiagoLacy Racy [ rig
p=1.pi
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- Compute: MGy
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>
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Fig. 6.

o For the right side of (4), we have,

Righty = gH\(mpAG,; IRLAG,;)OLAG,
naqz
+Y£AG H(”;ﬁ)ULAGS,v RLAG; (”;i)il
B=1

If both PermltBV = Permitpy, and Lefty) = Rightw
hold, BV, will regard LAG; as a legal aggregator, and
{BV;, LAG;} will establish mutual authentication. Stor-
ageAP mainly considers BVj;’s user response related privacy
preservation, in which LAG, cannot obtain the real identity
of the responsive BVj;, and cannot correlate B Vj;’s response
(e.g., Agree, or Decline) with its real identity.

D. S3PAP-C: Authentication Protocol for the S3P-BV
in the Centralized Discharging Mode

Fig. 6 shows an interaction of {BV, ;, LAG,.,CA}, and
BV, represents a S3P-BV that agrees to participate in the
discharging operation, and its stored power will be transmitted
into the power grid for centralized energy dispatching.

1) Phase 1. BV, Challenging LAG,.: BV, gener-
ates a session identifier sidgvm, and transmits sidgvm to
LAG,. Thereafter, LAG p, also generates a session identifier
sidLAGpc, and randomly chooses VLAG,.; € ZZ to com-
pute {sidp,i, RLAGPC;, SLAG/?C!" TLAGpci }. LAG,, transmits
the cascade message sidLAGpc ||RLAGM ||SLAGM ||TLAGM to
BYV,,; for establishing a blind signature.

sidy,; = Ho(sidgy,,|lsidLac,, |Irl)
RiaG,, = (sidpi)*4¢  (mod q)
SLAG,; = g i (mod q)
TLAG,,; = (sidpi)"™ i (mod q)

2) Phase 2. BVp, Blinding Sensitive Message: BVp,;
randomly chooses {aBVpcanVpci} from ZZ, and extracts a
message mpy, ;, which may refer to BV, ;’s sensitive power

value. BV, ; further re-computes sidzci, and obtains values

{SBv,.»TBv,.}
Pc Pc
by
S8V, = (514G ,.)"*'ri g ""ri (mod q)
o bev. .
TBVPcf = (TLAGpci)aBVPC’ (Sldfjcl-) BVpei (IIlOd q)

S3PAP-C: The authentication protocol for the S3P-BV in the centralized discharging mode.

BV,.i computes the encrypted values { Py, ;, Ipv, ,}, and
the hash related values {Mpy, ;, Ngv, }.

Py, = Ekgy (mBv,llasv,.)
1v,,; = Eigy, (PIDpv,|bpv,,;)
Mgy, = Ho(SBv, 11TV, I PBv,IlIIBV,.)
Nsv,, = Mgy, (asv,,)”"
Thereafter, BV, ; transmits the blinded message Np Vyi 1O

LAG, for establishing a blind signature. Upon receiving the
message, LAG . computes and replies Mp4G,.; 0 BVp,i.

MLAG,,; = VLAG,,; + NBv,;XLac (mod q)

3) Phase 3. BV, Verifying LAG,,’s Blind Signature:
BV,.; computes RBV to establish the signature with three-
tuple {Sgv, ;> TBv,.;» RBV,,C; 1.

+ bpy,

j2

Rpv,, = apv,, MLAG,, (mod ¢)

BV, ; verifies LAG p, by checking the following equations.

g i L Sgy, , (Vrag)" Ve )
(sid}, )RBV = TBVW (RLAGPC,-)MBV”"" (6)
o For the left side of (5), we have,
Lefis) = gaBVpCiMLAGpCi+bBVPCi
_ gaBVpC,VLAGpcierBVpC,- (YraG )aBVp iNBV, ;

« For the right side of (5), we have,

Wipes gVt (Y a) P

Vrei (Yp )"

Rightsy = (SLAG ;)

apyv

pei gbB

VLAG

= g pei
For the left side of (6), we have,

Lefte) = (Sidf;c V4BV pei iMLAG ), T8V

= (si df; ;)P Vpei MEAG pei My, i XLAG+bBY),
C

For the right side of (6), we have,
1 i (s b .
ngh[(ﬁ) = (TLAGPC,-)aBVp‘l (‘”dfaci) BV,
(Sidp(,i)xLAGMBVpc-t

.\ v a cFx M .
— (Sldpci) LAG i 4BV ; TXLAGMBY, ;

(Sl.df;ci)bBVI’ci
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Fig. 7. S3PAP-D: The authentication protocol for the S3P-BV in the distributed discharging mode.
_ . _ . *
If Leftsy = Rightsy and Left) = Righte) hold, Then, LAGp, randomly chooses VLAG,,; € Zy to com-

BV, will regard LAG ), as a legal aggregator, and trans-
mit PBVW. I BV, tO LAG,. Thereafter, LAG,, forwards
sidgvm ||sidLAGpc ||P3vm ||Igvm to CA for billing purposes.
CA as a trusted entity, which can derive the detailed mp Vi
and PIDpy,; by decryption for both power tracing and
identity tracing. The centralized discharging mode is launched
based on the successful executions of LoadAP and StorageAP,
and further focuses on the S3P-BV’s power status privacy.
When BV, ; performs the centralized discharging operation,
the fair blind signature scheme ensures that BV, ; can ascer-
tain LAG p,’s validity without disclosing its sensitive energy
status information.

E. S3PAP-D: Authentication Protocol in the Distributed
Discharging Mode

Fig. 7. shows an interaction of {BV,,;, LAG,,, BV},
and BV, represents a S3P-BV to transmit its power to
the neighboring load-BVs in the distributed discharging
mode. BYVj; represents one of the neighboring load-BVs
{BWI""BVI”QI} (j € {1,..,n}), nl;y € N*) during the
discharging operation. Here, n);, is the number of the BVs
in BVj;’s temporarily dynamic group. BV, establishes
communication with BVj; via LAG,, by the flexible energy
support mode. During the distributed discharging mode,
BV;; may enjoy more convenient power services compared
with the centralized mode, and also establishes active power
status sharing with BVj;, which brings an additional security
challenge during communications.

1) Phase 1. BVp,i Challenging LAGp, and BVp,:
BV, generates a session identifier sidgvpd[, and transmits
Sidvadi to LAGp,. Upon receiving the message, LAG,
generates a session identifier sidrag Py and extracts the
formerly received public keys {Ypvy;}n,. LAGp, assigns the
i’-th element of {Ygy,}», as a pseudo public key va; =
{YBVi’}i/:SidBVpd; (mod ny), and transmits SidLAG,,d IYpy, to
BVy,; for interconnection with BV),;. BV, further extracts
the formerly generated sidBVp” as a response to LAG,.

pute {sidp,i, RLAGpdi’ SLAGpdi’ TLAGpd[ }, in which sidp,; =
Ho(sidgvpd[ ||sidLAGpd ||sidgvm_/. ||rfi). LAG), also assigns
the j’-th element of {Y Bv;}n, as a pseudo public key
Yy, = {YBij}j’:Sl'dBv,j (mod n}), in which n{ refers to the
number of BVs in BV;’s affiliated static group. LAG,,
trflnsmits SidLAGpd ||SidBV,,l_,- R RLAGM; ||SLAGM; ||TLAGpdi’ and
{Y ij}n;] to BV, for blind signature generation. Note that
5% ij}n;] refers to the public keys of other temporarily gath-
ered load-BVs (i.e., BV, ..., BVl’lﬁu)'

2) Phase 2. BV,,; Blinding Sensitive Message, and Gen-
erating Group and Re-Encryption Keys: The blind signature
process is performed by the similar algorithms in S3PAP-C. It
turns out that BV,; randomly chooses {anpd[,vapdi} € Z;,
extracts a power related message m BVp,is and computes
{SBVM“ TBVPd“ PBVI’di’ Igvpdi, Mgvpd[, NBVPdi } for estab-
lishing a blinded message. Afterwards, BV, determines
the pairwise pseudo keys {f’g v.»Xpv;}, and computes two
group keys {kg, ks } based on {YBVI, s I?an/ } and ?ij
respectively. Accordingly, a bidirectional re-efljéryption key

k(vad,.e BVj) is established according to kg and ky.
gy _ 3 B Wy
ke = [] (Pay,)™% = g™ 2= (mod )
y =1

ks = (Fpy)™™ = ™™ (mod q)
kv, -Bv,) = ks/kc

BYVp,i randomly generates vy, ; € Zy, and computes a set
of values {cp,1,cp,2,cp,3}, in which the parameters of the
bilinear map has been defined in system initialization.

k .
cpt =8 Pl (mod q)
cp2 = e(g, Hi(PIDLaG)) "7 Ho(mpy, ;)
cpa3 = £ (mod q)

BV, establishes the ciphertext 6(m vadi) in the form of
{cpy1>Cpy2,cp,3}, and transmits the blinded message Ngvpdi
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and k(BVpdieBVlj)Hé(mBVpdi) to LAGpd. Then, LAGpd com-
putes and replies MLAGW to BVy,i.

3) Phase 3. BV, Verifying LAG,,’s Blind Signature,
and LAG,, Re-Encrypting BV, ’s Ciphertext: BV,
computes Rgvpdi to establish a blind signature Rvad[, and
verifies LAG, by performing the similar algorithms in equa-
tions (5) and (6). If both equations hold, BV),; will transmit
ngpd[ ||IB\/pd[ to LAG,. Thereafter, LAG,, performs
re-encryption on c¢p,1 to obtain C;dl’ and to establish a new

ciphertext 5/(mBVpd,.) = {c;dl, Cpa2> Cpa3)-

kv, ,i<Bv;

C;)dl = (cpy1) = gg ral

LAG p, transmits &' (mpy, ;) to BV, for distributed power
support. BVp,, first determines the pairwise pseudo keys
{YBVJ-,)EBVJ-} to compute kyx = (Ypy)*" = g'BVi';
(mod g). BVp, verifies {BVp,i, LAGp,} by checking the
following equation.

0
e(chu1 £) = e, cpy3) )

o For the left side of (7), we have,
YBV;TBV;

VBV )
b

YBV;¥BV;
L VBV,

Left(7)

e(g
e(g, )*

dl

« For the right side of (7), we have,

. Egy.
Rightzy = e(gWsv) 7 f"%Vrat)

*Bv;*BV; vaVPdf)
b

= e(g®

If Left(7) = Right(7) holds, BVp, will regard BV,

and LAG,, as legal entities, and derive the hashed

message Ho(vapdi) for establishing power interactions

between BV),; and BV),. Afterwards, LAG), transmits

SidgvpdiHSidLAGpd ||Sid3vplj and Pvad[HIvad[ to CA for
billing purposes.

= cppe(c)y, 1 HI(PIDpaG)) ™'/
e(g, HI(PIDLaG)) "7 Ho(mpy, ;)

BV, ¥BV;
g J

Ho(mpy,,)

e(g Bt | H1(PIDLAG))71/(YBV1‘)XBV"
In S3PAP-D, BV,,; has successfully performed LoadAP
and StorageAP, and BV; also has executed LoadAP to
establish mutual authentication with its corresponding local
aggregator. S3PAP-D mainly focuses on the energy status
privacy, and LAG,, can only determine BV,,; and BV};’s
group attribute by introducing the set of public keys in its static
group, and BVp,; can only obtain BVj;’s hashed power value
Ho(m vad[) for determining its share of power. In particular,
BV,,i’s total discharging status cannot be exposed to LAG ),
or BV, and BVj;’s individual charging status cannot be
correlated with its specific identity by LAGp, or BV,,;.

V. SUB-PROTOCOLS INTER-RELATIONSHIP DISCUSSION

In ROPS, the proposed sub-protocols (i.e., LoadAP,
StorageAP, and S3PAP-C/S3PAP-D) are interlinked with each
other. We will discuss the scheme inter-relationships based on
the associated cryptographic primitives.

1) Session Identifier: Session identifiers are generated by
the involved entities, and are reused through the whole
scheme. In LoadAP, {BVj;, LAG;} respectively gen-
erate {sidpy,,sidiac,}, which are applied to declare
their group attributes, and to obtain the combined
session identifier sid;;. The re-computed sidl‘;. is also
introduced for normalization to achieve BVj; verifying
LAG’s signature. In StorageAP, {sidj;, sidpac,} are
introduced to obtain the random numbers {rs;, rr.AG,; }-
In S3PAP-C, {sidBVpc,., sidLAGpC} are applied to
re-structure sid,,; for establishing a blind signature, and
{sidgvpd,.,sidLAGpd,sidgv/_/.} are similarly introduced
to obtain sid,,; in S3PAP-D. Such progressive ses-
sion identifiers correlate the sub-protocols, and previous
illegal interactions may not influence the ongoing and
subsequent communications.

2) Pseudorandom number: In StorageAP, rca is gener-
ated to obtain rpag,; by computing Ho(sidrag, D
rca), and {rpag,,rca} are applied to wrap the
pseudonyms {PIDpy,, PIDjacg} for CA’s verifica-
tion. The re-structured pseudorandom number ry; involv-
ing {rpv,;,LAG,;>Sid}} is applied to link StorageAP
and S3PAP, and is also used to obtained the normal-

ized elements {r/,,...,r;, »}- Meanwhile, ry; is further
applied to obtain sidp,/sidp,; in S3PAP-C/S3PAP-D for
establishing blind signatures.

3) Static group and dynamic group: BVs can be organized
in a static group and a dynamic group. Thereinto, ny/n/,
is used to represent the number of BVs in a BV’s static
group that is assigned by a specific power operator.
{ng«} G.e. ndl/n’dl, and ng») indicates the number of a
BV’s dynamic group that is established by the temporar-
ily gathered BVs around the same LAG’s range. ny is
used by BV, to establish the ring signatures in Load-
AP and StorageAP, and to assign the pairwise pseudo
keys for during group key agreement in S3PAP-D.
{ng«} varies according to dynamic interactions, and is
applied by LAG to determine the number of transmitted
messages through the ROPS.

VI. SECURITY ANALYSIS
A. Privacy Preservation

Privacy preservation mainly revolves around the individual
identity to provide a pseudonymous identification and authen-
tication mechanism. In the ROPS, the interlinked sub-protocols
exploit ring signature or fair blind signature algorithms to
achieve enhanced privacy preservation, which guarantees that
LAG cannot correlate BV;’s real identity with its sensitive
information (e.g., location, user response, and energy status).

« In LoadAP, BV); establishes a ring signature on behalf of

other BVs in its static group, therefore LAG; can only
ascertain BVj;’s general group attribute. The pseudonym
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PIDpy, is wrapped by the individual key kpgy,, which
is only shared by BV; and CA. Such anonymous data
transmission realizes that LAG; cannot derive BVj;’s
pseudonym, and LAG; can only guess B V};’s real identity
with the probability 1/n,. Meanwhile, L AG; generates an
operator for the temporarily gathered BVs, and addresses
the BVs as a dynamic group. The ciphertext Mpy, is
transmitted to C A for further identification. Thus, LAG,
and other adversaries cannot correlate B Vj;’s real identity
with its location information.

o In StorageAP, BVy; computes an irreversible hash value
Mpy,; to hide PIDpgy,, in which a random operator
rLAG,; 1s introduced to enhance data randomness. Simi-
larly, BVy; also establishes a ring signature to conceal its
real identity, and LAG; cannot determine if the received
nonspecific response mpy, (i.e., Agree, or Decline)
comes from BVy;. Thus, LAG, cannot estimate BVj;’s
user response information.

« In S3PAP-C, BV, ; adopts a fair blind signature including
{SBVpci’ TBv,.;» RBVpcf} to hide the sensitive message
MBY,,;- Meanwhile, {m BV,.» PIDp v;} are respectively
encrypted into { Py, ;, Iy, } for anonymous transmis-
sion. Such authentication scheme achieves that LAG,
can obtain BV, ;’s neither power information nor identity
information, and also cannot correlate BV, ;’s energy
status with its real identity.

o In S3PAP-D, an enhanced authentication is applied com-
pared with S3PAP-C to achieve private power interactions
between BV, and {BV;,-},,:“ (i.e., {BV, ..., BVlnin})'
When BV,,; directly feeds its own energy to the multiple
neighboring load-BVs {B Vlj}n;“, BV,,i’s total discharg-
ing status is protected by Ho(vapdi), and BVj; can
only determine its own share of power. The pseudo
public keys {)73\/[, 173\/_/} are assigned according to the
i’-th or j’-th public key in BV,,; or BVj;’s static group,

in which i’ = sidvad,. (mod ny) and j' = sidpy,;
(mod n}). Two group keys kg and ky are respectively
obtained by involving {f’gvl, ey f’gvn, } and )73\/_,,. Fur-
thermore, a re-encryption key k(g Vpgi < ;gv[j) is established
based on {kg,kx}, and is used by LAG,, to re-
encrypt cp,1 into c;dl. Upon receiving the re-encrypted
ciphertext, BV;; performs decryption by its own pseudo
privacy key Xpy; without revealing any BV),;’s sensitive
keys.

B. Session Freshness

Session identifiers and pseudorandom numbers are jointly
applied to achieve session freshness and unlinkability. There-
into, {Sidgv“’ peilpa i,sidLAg,! e /pd} are respectively generated
by { BV;, LAG}. Such session identifiers are re-structured into
sidji p.i/pgi by the hash function Ho(.), in which sidj; is
applied to wrap Epag, for CA’s identification, and sidy.i/p,i
is used as a random operator in the blind signature. Moreover,
sidpag, is extended into {sid; G, }n, Dy extension operation,
and sidpag, is further used to obtain ry G, in StorageAP.
Towards pseudorandom numbers, rc4 is generated to obtain
TLAG,;» Which is jointly applied along with rpy,; to compute
rg; in StorageAP. Besides, two re-computed session-variables

{sidﬁ,rfi} are normalized into {sid}}n, and {r},, for
BYV;’s verification on LAG.

C. Hierarchical Access Control

Hierarchical access control provides diverse authorities
on an entity’s secret key and pseudonym towards different
authentication entities such that sensitive data can only be
derived by a certain authorized entity. In ROPS, {LAG, CA}
have different authorities on BV;, while {LAG, BV;} have
dissimilar authorities on each other. Such hierarchical access
control is achieved by the ring signature and pseudonym based
asymmetrical authority and authority separation mechanisms.

e For LAG: LAG can only obtain BV;’s general group
attribute (including the number of the static and dynamic
in-group BVs) according to the ring signatures without
revealing its real identity. During ring signature and
group/re-computed key agreement, LAG can only obtain
a set of public keys owned by all the BVs in BV;’s
static group, without exposing an individual public key
for identification. Meanwhile, LAG cannot derive BV;’s
wrapped pseudonym PIDpgy, to determine BYV;’s indi-
vidual identity.

o For CA: CA canderive BV;’s pseudonym P I Dpy, by the
secret key kpy, based decryption, and further determine
BV;’s real identity for billing purposes. CA can also
derive {mpy, , PIDpy,} from Ppy,, and Ipy,, for
both power tracing and identify tracing, which improves
the limitation of the traditional blind signature.

e For BV;: BV; owns LAG’s pseudonym PIDy G, and
its public keys Y7 /Y] 45 to confirm which LAG it is
communicating with. Accordingly, BV; verifies LAG’s
validity by the pre-assigned cryptographic operators.

D. Data Confidentiality and Data Integrity

Data confidentiality is achieved by encryptions, in which the
one-session available key kpy, shared by BV; and CA, and
{kG, ks } are dynamically established between a distributed
discharging S3P-BV and neighboring load-BVs. In LoadAP,
kpy; is applied to hide BVj;’s pseudonym PIDpgy, into Mgy,
which is not exposed and can only be decrypted by CA.
In S3PAP, {Ppv,;, Igv, } (p € {pc, pa}) are also computed
based on kpy, for sensitive message hiding. Particularly, a
group key ky is applied to encrypt kg for transmission, and
a bidirectional key k(vadie BVy)) is used for re-encryption in
S3PAP-D. Data integrity is accomplished by applying one-
way hash functions. In ROPS, Hy(.) is applied to obtain
{sidy;, s }. Particularly, {PIDpy,, PID;sc} are hashed
into the forms of {Mpy,;, MpaG,} in StorageAP, and hence
attachers cannot modify the transmitted data. Additionally,
the hash functions {H;(.), H2(.)} are used in the signature
algorithms to ensure the integrity of the challenged messages
{mpv,;,mrLAG,; }-

Additionally, mutual authentication is performed to achieve
the trust relationship between BV; and LAG in LoadAP
and StorageAP, in which BV, establishes the ring signatures
{o(mpy,),0(mpy,)} for declaring its static group identity
to LAG. LAG also establishes signatures that are used by
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BYV; for authentication. Here, { BV;, LAG} verify each other
according to the defined relationships between the pairwise
public key and the private key. Meanwhile, the pseudonyms
{PIDgy,, PIDy A} are also adopted by CA to authenticate
BV; and LAG in StorageAP. Based on the mutual authentica-
tion in the first two sub-protocols, S3PAP-C/S3PAP-D mainly
focuses on BV, ,,i and / or BV}; sensitive power status, and
provides unilateral authentication on LAG.

VII. CONCLUSION

In this paper, we first observed that a BV may act as an
energy customer, storage or generator in V2G networks, and
further identified dissimilar security challenges according to
a BV’s different roles. Then, we proposed a role-dependent
privacy preservation scheme (ROPS) with anonymous authen-
tication. The proposed scheme includes a set of sub-protocols
(i.e., LoadAP, StorageAP, S3PAP-C, and S3PAP-D). We out-
lined both centralized and distributed discharging operations
when a BV serves as an energy generator. The two operations
provide very flexible energy supply to either the central smart
grid or the local neighboring charging BVs. Security analysis
indicates that ROPS satisfies security properties with respect
to privacy preservation, session freshness, hierarchical access
control, and data confidentiality and integrity. The identified
new secure challenge and the proposed ROPS demonstrate the
importance of role-awareness for securing V2G networks.
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