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Abstract—Vehicle-to-grid (V2G) as an essential network com-
ponent of smart grid, provides services by periodically collecting
the charging status of a battery vehicle (BV). A BV is normally as-
sociated with a default interest group (e.g., power grid operator).
When the BV accesses its default charging or communication
point, it works in the home mode. The BV may move around and
temporarily access other aggregators, and then it works in the vis-
iting mode. In this paper, we first identify that, for an aggregator,
BVs have different security challenges when they work in different
modes. Then, we propose an aggregated-proofs based privacy-pre-
serving authentication scheme (AP3A) to achieve simultaneous
identification and secure identification for different working mode
BVs. In AP3A, BVs are differentiated into either home or visiting
mode, and multiple BVs can be simultaneously authenticated by
an aggregator to conserve communication resources. In addition,
the aggregated pseudo-status variation is presented to realize that
multiple BVs’ power status can be collected as a whole without
revealing any individual privacy. We perform comprehensive
analysis on the proposed scheme, including attack analysis, secu-
rity analysis, and performance analysis. It is shown that AP3A
can resist major attacks for security protection and privacy
preservation, and can be an efficient authentication approach for
V2G networks.

Index Terms—Authentication, privacy, security, smart grid, ve-
hicle-to-grid (V2G).

I. INTRODUCTION

HE SMART GRID is converting the traditional power

grid into more efficient and reliable networks, which is
featured by real-time and two-way communications of elec-
tricity and information [1], [2]. Vehicle-to-grid (V2G) as an es-
sential network component of smart grid [3]-[5], also receives
great attention in both industry and academia. In V2G networks,
communication technologies are needed to provide supporting
services by periodically collecting the charging status of a bat-
tery vehicle (BV) to realize efficient power scheduling [6]—[8].
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Fig. 1. Two working modes in V2G networks.

However, communication may suffer from data leakage, there-
fore, security becomes a significant issue in V2G networks [9],
[10].

In V2G networks, a BV is normally associated with a de-
fault interest group. Here, an interest group is a generic term and
can represent a power grid operator or an organization. In daily
usage, the BV may move around in different sub-areas which
belong to different groups. During the BV’s interactions with
different groups, it may have different security/privacy require-
ments and authentication implementation. In this paper, we will
identify and address a new security challenge in V2G networks
due to BVs’ movement around different sub-areas with different
group attributes.

Fig. 1 shows two working modes: home mode and visiting
mode. The aggregator serves as the default charging and com-
munication access point for the white BVs. We say that the white
BVs work in the home mode when they access the aggregator.
The black BVs move from other sub-areas and temporarily ac-
cess the aggregator, and they work in the visiting mode. In this
scenario, the BVs confront different security requirements in
different working modes. For instance, the home mode BVs
and the aggregator may perform more convenient authentica-
tion mode than those belonging to different groups. Therefore,
a universal authentication scheme is not suitable for BVs, and
we need to design different authentication protocols for BVs in
different modes.

During the interaction between BVs and an aggregator, the
aggregator can monitor the BVs to capture the charging status.
The process of data acquisition may confront the abuse of pri-
vacy [11]. For instance, it is possible to correlate a BV’s identity
information with its detailed power status. It becomes critical to
realize anonymous data transmission for privacy consideration.
Furthermore, it has been shown that most BVs are averagely
in the parking status 95% of a whole day [12]. This indicates
that an aggregator may have several BVs at one time. There-
after, it is possible for an aggregator to simultaneously authenti-
cate several BVs during their stay in the parking lots. It is envi-
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sioned that the aggregated authentication can conserve system
resources compared with the one-by-one authentication scheme.

Based on aforementioned requirements, we will focus on
the privacy preservation authentication: 1) to differentiate the
working modes, and to design a new authentication scheme
for different groups. The technical details in authenticating
different modes will be further presented in Section IV-C; 2)
to consider a simultaneous identification and authentication
scheme to effectively authenticate multiple BVs at the same
time; 3) to periodically collect power status data without com-
promising individual privacy, here the power status refers to
a BV’s energy related status information (e.g., charging effi-
ciency, and battery saturation status). It is observed that working
modes differentiation or its security consideration has not been
studied yet in the context of V2G networks. For simultaneous
authentication, we are inspired by coexistence-proof which
was studied in radio frequency identification (RFID) [13], [14].
In RFID systems, coexistence-proof is mainly introduced to
simultaneously scan multiple tags by a reader. It is noteworthy
that the coexistence-proof technique cannot be trivially applied
in V2G networks. Traditional coexistence-proofs schemes usu-
ally require an entity as a proof initiator which acts as central
role during the communications. As the proof initiator, it needs
to link, distribute, and collect messages from other generic
entities. In decentralized V2G networks, it is very difficult to
appoint a BV to act as such entity. Hence, a new mechanism is
needed since all BVs are equivalent. For this reason, we will
present simultaneous existence of multiple BVs as a whole
group to be verified by an aggregator. Following this, the es-
tablished aggregated-proofs can realize the multiple-to-single
authentication for both the home and the visiting BVs.

In particular, an aggregated-proofs based privacy-preserving
authentication scheme (AP3A) is proposed in the V2G net-
works. We have proved that the proposed AP3A scheme can
achieve the following security requirements. /) Data confi-
dentiality, integrity, and availability: The exchanged messages
between BVs and aggregators should be protected against
unauthorized access and modification. The communication
channels should be ensured reliable for legal entities. 2) Mutual
authentication: BVs and an aggregator should pass each other’s
verification so that any illegal BV cannot access the networks to
steal power resources, and any illegal aggregator cannot acquire
the BV’s power status data. 3) Dynamic participation: BVs can
dynamically join and leave the networks without influencing
ongoing communications. 4) Forward and backward security:
Attackers cannot correlate two communication sessions, and
also cannot derive the previous or subsequent interrogations
according to the current session. 5) Privacy preservation:
Aggregators or attackers cannot correlate a BV’s real identity
with its private power information (e.g., state of charge). In
summary, we have three major contributions in this work.

* We identify the necessity in differentiating BVs” home and
visiting modes in V2G networks, and consequently pro-
pose different authentication schemes for different modes.
Multiple BVs can simultaneously access and be authenti-
cated by an aggregator with dynamic participation and ses-
sion unlinkability.
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* We present anonymous aggregated-proofs to realize the ge-
ographically dispersed BVs’ power status to be collected as
a group without revealing any individual privacy.

* We introduce a virtual battery vehicle concept for privacy
consideration, which is an independent component to en-
hance message randomization and to realize distributed
nondistinctive identifications.

The remainder of the paper is organized as follows. Section 11
introduces the related work. Section III describes the system
model, and Section IV introduces the proposed AP3A scheme.
Section V further discusses the attack analysis. The security
analysis and performance analysis are presented in Sections VI
and VII respectively. Finally, Section VIII draws a conclusion.

II. RELATED WORK

Towards the security solutions in V2G networks: Yang et
al. [15] identified privacy-preserving issues and proposed a
secure communication architecture with blind signature to
achieve privacy-preserving for BV monitoring and rewarding.
The protocol focuses on the privacy-preserving communication
and precise reward architecture for V2G networks. Guo et al.
[16] proposed an interesting batch authentication protocol to
address the multiple responses from a batch of vehicles. The
proposed protocol introduces the concept of interval time for
an aggregator authenticating multiple vehicles, and applies
the modified digital signature algorithm (DSA) to establish
batch verification. The protocol focuses on multiple BVs’ batch
authentication for V2G networks. Vaidya ef al. [17] proposed
a multi-domain network architecture for V2G networks. The
protocol incorporates a comprehensive hybrid public key
infrastructures (PKI) model which integrates hierarchical and
peer-to-peer cross-certifications.

Towards the general security researches in smart grid: He et
al. [18] considered the secure service provision in smart grid,
and established a communications procedure among the electric
utility, consumers, and service providers. Metke et al. [19] dis-
cussed the main security technologies for smart grid, including
PKI algorithm and the trusted computing. Li et al. [20] pro-
posed a one-time signature scheme based multicast authentica-
tion scheme, which effectively reduces both storage cost and
signature size. Efthymiou ez al. [21] proposed a privacy solu-
tion for anonymizing the high-frequency metering data by a
pseudonymous identifier. Qiu ef al. [22] proposed an energy ef-
ficient security algorithm for power grid wide area monitoring
system by encryption-decryption based code optimization tech-
niques. Chen et al. [23] applied the hierarchical Petri net (PN)
model to analyze cyber-physical attacks on smart grid. Zhang
et al. [24] built a distributed intrusion detection system, which
uses the support vector machine and artificial immune system
to detect malicious data and cyber-attacks. Son et al. [25] pro-
posed a voucher scheme for securely trading the authority on
the power usage for the collaborative customer community. Wu
et al. [26] proposed a key management scheme which com-
bines symmetric key encryption and elliptic curve cryptography
(ECC) to realize scalability and fault-tolerance. Fouda et al.
[27] proposed a lightweight message authentication scheme, in
which the shared session key is established with Diffie-Hellman
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exchange protocol, and the mutual authentication is achieved
by the shared session key and hash-based authentication code.
Lu et al. [28] proposed an aggregation scheme to achieve pri-
vacy preservation, which applies a super-increasing sequence to
structure multi-dimensional data and encrypt the structured data
by the homomorphic Paillier algorithm.

Different from existing security protocols in V2G and smart
grid, we will identify and solve a new security challenge in V2G
networks due to BVs’ movement. We also observe that BVs may
work in different modes within an aggregator’s range. Thus, a
universal authentication scheme is not suitable for all BVs in
an aggregator. We need to design different authentication pro-
tocols for BVs that work in different modes (i.e., the home and
visiting modes). It is observed that BVs’ working modes are
not differentiated in the literature. As a result, distinct security
challenges for different groups have not been studied yet in the
previous studies.

III. SYSTEM MODEL

A. Network Model

Fig. 2 illustrates the V2G network architecture with the home
and visiting modes BVs. The V2G network architecture mainly
includes three real entities and one virtual entity: battery vehi-
cles (BV's), local aggregators (L. AG's), central authority (C'A),
and virtual battery vehicles (V BV's). Both real and viral entities
participate in power transmission and information communica-
tion: the solid line is for power transmission, and the dashed line
is for information communication. A BV is owned by an indi-
vidual owner, and is normally associated with a preferred power
grid operator. LAG's are granted by a power grid operator to
collect BV's” power status data for power scheduling. C' A as a
trusted third party belongs to an independent institution. V BV
as a virtual entity provides ancillary authentication function for
its attached LAG . In the network architecture, BV's can si-
multaneously access LAG to obtain charing services, LAG can
directly communicate with the smart grid on behalf of the ge-
ographically dispersed BV's to obtain power status data. CA
can derive the uploaded aggregated-proofs to achieve further
bill services (e.g., payment for charging).

Assume that there are two groups in the V2G networks, and
we designate in-group entities to include the home battery ve-
hicles BV},s, home local aggregator L AG),, and home virtual
battery vehicle V BV}, of the same group, and the home mode
is launched by LAG},; out-group entities to include the vis-
iting battery vehicles BV, s, visiting local aggregator LAG,,,
and visiting virtual battery vehicle V BV, of different groups,
and the visiting mode is launched by LAG,,. In Fig. 2, LAG;
and LAG, represent the aggregators of two different groups,
and BV's can work as the home mode BVs and the visiting mode
BVs for an in-group aggregator and an out-group aggregator.
For the sake of illustration, we use two denotations for the same
LAG.Forinstance, the denotations { LAG1,. LAG1, } are used
for LAG; when it provides services for BV},s and BV,s, re-
spectively. For instance, a specific battery vehicle BV, moves
from the range of LAG1 to the range of LAG>, and it may act
as BV}, for LAG in the home mode. When it moves to the
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BVi/BVy: The home/visiting battery vehicle;

LAG: The local aggregator;

VBVi/VBV,: The home/visiting virtual battery vehicle;
CA: The central authority.

Fig. 2. The home and visiting modes based V2G network architecture.

range of LAG,, it may act as BV,,, for LAG; in the visiting
mode.

Towards the introduced V BV, it is embedded into a LAG to
provide support to enhance message randomization and to re-
alize distributed nondistinctive identification. Similarly, V BV
has the variants {V BV}, VBV, } for the home and visiting
modes, and the detailed working mode is determined by the
group attributes of the interactive BV's and LAG. It means
that {V BV}, VBV, } may coexist in a single LAG during the
interactions of the in-group and out-group entities. We intro-
duce the concept of V BV mainly due to privacy consideration.
V BV communicates with LAG and VBV is also under C'A’s
jurisdiction. For this reason, LAG cannot obtain the VBV ’s
private algorithms (e.g., pseudo-random status generation, and
Hamming distance based extension). In addition, V BV plays
different roles in different access modes to deal with diverse
security requirements. In the home mode, V BV performs the
necessary pseudo-status storage and re-computation for the
additional data inquiry. In the visiting mode, V BV will not
store a BV ’s pseudo-status data for privacy consideration (e.g.,
individual or group interest privacy). In the networks, VBV is
self-triggered upon receiving BV's’ access challenges, and it
may be in three phases, including the pre-trigger phase, trigger
phase, and post-trigger phase.

* Pre-trigger phase: Upon LAG receiving a BV’s chal-
lenge, VBV is in the pre-trigger phase and is ready to
launch its functions;

o Trigger phase: Upon LAG forwarding the BV ’s session
identifier, V BV is in the trigger phase. Then, V BV in-
vokes its private algorithms and performs corresponding
operations in different working modes;

* Post-trigger phase: Upon LAG transmitting the mul-
tiple BV's’ aggregated-proofs to C'A, VBV is in the
post-trigger phase and is ready for the next round chal-
lenge.

The communication between BV's, LAG, and C A4 is not lim-

ited to a specific communication technology. It can be based



LIU et al.: AGGREGATED-PROOFS BASED PRIVACY-PRESERVING AUTHENTICATION FOR V2G NETWORKS IN THE SMART GRID 1725

on either traditional computer networks or wireless communi-
cations. For instance, the interface between BV's and LAG can
use radio frequency identification (RFID).

B. Trust and Attack Model

Trust relationships among the entities are as follows. C A is
the only entity trusted by all the other entities. LAG and VBV
have inherent mutual trust, and no other direct trust relation-
ships exist among BV, LAG, and VBV . Generally, BV's are
rational and sensitive [29]. Being rational means that a BV ’s
behavior would be never based on experience or emotion, and
misbehavior may only occur for selfish interests. Being sensitive
means that a BV is reluctant to disclosure its sensitive data, but
has strong interests in others’ privacy. Meanwhile, LAG that is
granted by a power grid operator, is assumed to be honest but
curious. Being honest means that LAG always appropriately
follows the protocol procedure. Being curious means that LAG
may attempt to obtain 3V's’ private information (e.g., state of
charge) [15].

Suppose that the communication channels between BV's and
LAG are exposed to an attacker, which has the following capa-
bilities. The attacker may: 1) corrupt the aggregator and the vir-
tual battery vehicle, and impersonate as a legal entity to forward
and modify the intercepted messages in the current session; 2)
eavesdrop and record the exchanged messages in the former ses-
sions, and replay the messages in the ongoing communication;
3) perform tracking and traffic analysis to monitor and estimate
user privacy. The attacker cannot: 1) obtain pre-shared secrets,
and distort the built-in timestamp of the exchanged messages; 2)
extract the real identifier via the intercepted messages, and gen-
erate the consistent pseudonyms; 3) acquire the pseudo-random
generation algorithm of the virtual battery vehicle.

IV. PROPOSED AUTHENTICATION SCHEME: AP3A

The proposed AP3A with the home mode and the visiting
mode is designed for the in-group and out-group entities.
In the home mode, multiple BV,; (i.e., {BVp1,..., BVir})
simultaneously access LAG), to perform power services (e.g.,
charging). LAG), collects the BVs’ power status data with the
assistance of V BV}, to provide information services for smart
grid, meantime periodically uploads the aggregated data to C A
for bill services. Similarly, BV,; (i.e., {BV.1,...,BV.s}),
LAG, and V BV, participate in the visiting mode. { BV, LAG}
have their own real identifiers {IDgv, I D 4}, pseudo-iden-
tity flags {Fpv,Frac}, and group identifiers {gid, Gid}.
Besides, LAG has a pseudonym PIDy 4¢. The in-group key
ky; is allocated to { BV},;, LAG), }, and the out-group key %, ; is
allocated to {gp.;, GP, }. The detailed notations are introduced
in Table I. The defined arithmetic functions are presented as
follows:

1) fo:R*xR* — R*, thatis an XOR based function satieties

z = folx & y). fol.) is assigned to { BV, LAG?}.

2) f1:{0,1}* x R* —{0,1}", that satieties k' = f1(k,x),
which as a collision-resistant function is applied for key
updating. f1(.) is assigned to { BV, LAG,CA}.

3) fo : R* —R*, that satieties Az = f(x), which as a
nonreversible function is applied to distort : into Az, fo(.)
is assigned to { BV, C'A}.

TABLE I
NOTATIONS
Notation Description
BV The battery vehicle [15], including battery electric
vehicles, fuel cell vehicles, plug-in hybrid electric
vehicles, etc.
LAG The local aggregator.
CA The central authority.
BVy;, BVyj The the i-th home BV, and the j-th visiting BV.
VBV, VBV, The home/visiting virtual battery vehicle.
LAGY,, LAG, The home/visiting local aggregator.
1D, PID The real identifier, and pseudonym.
sid The pseudo session identifier.
F The pseudo identity flag with built-in timestamp.
gp, GP The group attribution of BV, LAG.
gid, Gid The pseudo group identifier of gp, GP.
r The pseudorandom number.
kni The in-group key of BV},; and LAGy,.
v The out-group key of gp,; and GPy.
ST, PST The real-status, and pseudo-status.
AST, APST The real-status variation, and pseudo-status variation.
Ex() The symmetric key encryption by k.
Hi() The keyed hash message authentication code
(HMAC) function
Mt The locally derived value M.
4 {f3, F} : R* x {0,1}* x {0,1}* —{0,1}*, that satiety

the functional relation as that,

H.fd Ln@JnGB?ﬁ)

The pairwise functions {f3(.), F(.)} are applied to ob-
tain the aggregated power status data. f3(.) is assigned to
{BV,CA}, and F(.) is assigned to {LAG, CA}.

In system

initialization, the

symmetric keys (e.g.,

in-group key ki, and out-group k,;) of {LAG}, BV};} and
{LAG,,BV,;} are distributed according to the Diffie-Hellman
(DH) key agreement scheme. We take kj; as an example to
introduce the key distribution procedure.

LAG,, generates arandom number fyi AG), > and transmits it to
BVy,;. Upon receiving the query, BV3; generates random num-

1 2 A *
bers {vgy, - VBy,, | from Z7,

and computes {Xpv,,, Y5v,,}

by its pseudonym, where Z7 is a multiplicative group, p is a
large prime, and g is a primitive root of g.

L .
XBV;Z,; =g 'BVhi

(mmod p)

1 ~2
YBVM :H("Y%Vhi ”PIDBVM) &b g’y"AGh BV,

BVy; transmits Xy, , Ygv, [IPIDpgy,, to LAGY,
and LAG), re-computes H(*yBV ||PIDBV ) by the received
{v&v,.» PIDpy,, },and derives g7AG TR, by an XOR oper-
ation. Thereafter, LAG), locally computes (g TV )”’”h and
compares whether the derived J”L%h oy equals the locally

1
computed (g o Y7246, If it holds, LAG) will generate a
random number 7 Aq,, » and computes {Xrac, . Yoac,}

Xpac, =¢"7 4o (mod p)

. -
Yiag, =H(Viag, IPIDLaG, ) & g8 vn TeAcH
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BV | i={1,.,1} LAGy | VBV, |
- Generate sidpvni sidpynil| Fpvni - Quick check BVj;
Extract Fpvni Ascertain gidni ) . sidLacni
- Generate/Extend: sidiach—SidLachi ?|- Generate/Extend:
- Generate/Extend: riach—Trachi P Mygyni é’S T"EV”_’FI)‘; TVB‘_”“
| riachill Fragn||sidi|| Mvayni EXtraCttFLAf';; ompute Mvewi
- Derive sid?Lachi, PST¢vgyni A ompute sid
- Quick check LAGx Esvnil| Havhi - Extract kni
Extract ki Compute EraGni
Compute Epvni, Hpvni Check BVhi: ELachi=Epvni PST
- Map: Hgvni=PSTavni ALIEE
- Store PSTavni
- Compute k'n, E'pvni Myahi - Extract PIDLacni PST'svhi Compute PST sy
Check LACh: E'svni=E"Lacni B Compute k', E'Lachi, MLachi B
- Compute: PST'gvhi, APST svhi, Ani, Myhi Mavhi
BVhi o
- Compute Zp=Y(Ani)
Aggregated-proofs:
Ppvn=(Zn, {rracni}, {sidi}, {Fpvni}, {Mpvni}, {PST'pvn})

Fig. 3. The home mode of AP3A: The interaction among BV},;, LAG and V BV/,.

LAG, transmits Xpaq,||Yzaa, |Viac, IPIDLac, to
BV, and BV;,z computes H(VL-;G} ||PIDL4(~,L) by the

received ,PIDj sc, }, and derives ¢ Vi, Yiacy by an
L AGy» h

XOR operation. BV},; locally computes (g“"”h« )7 ’““h, and
compares whether the derived g VR, TLAG) equals the locally

computed (g Vb va, ) hac If it holds, BV},; and LAG;, will
establish mutual authentication, and obtain kj,; as follows.

1 1
)VLAG},, = ( TBV,

kni = (XBv,,

1 1
— qﬂBvMWLA(,h

Xrac,)

(mod p).

Similarly, the out-group key &,; can be obtained according
to the DH key agreement and mutual authentication. In
the following authentication, we consider the multiple BVs
{BVy;, BV,;} fori = {1,... I} and j = {1,...,J}, which
are regarded as a whole entity during the followmg specifica-
tions.

A. Authenticating Home BVs

Fig. 3 shows the interaction among BV}, LAG), and
VBV, in the home mode, in which the in-group vehicles
{BVp1, .., BV,s} simultaneously access the in-group LAG,,
and L AG}, can provide the distributed power services and other
advanced data inquiry services.

1) Query Challenge of BVy; and Activation of VBV,
BV}, generates a session identifier sidpy,,, and extracts the
corresponding identity flag Fpy,,. BV}, transmits the cas-
caded value sidpv, || FBv,, to LAGY to initiate a new session.
Upon receiving the query, LAG}, performs the quick check on
BV, by checking whether the received sidgv,, and Fpy,,
repeatedly emerge within an unacceptable time interval. The
probability that sidpv, . ||Fsv,, repeatedly emerge is negli-
gible. If so, LAG);, will refuse the query and eliminate the
suspicious BV from the protocol. Otherwise, LAG), will ex-
tract BV},;’s group attribution via Fgy, , to ascertain the group
identifier gid;,;, which makes LAG}, know that BV}, under
its jurisdiction, and the home mode is launched. Here, LAG
cannot correlate Figy,, with BV},;’s real identifier I D gy, , for
privacy consideration.

Thereafter, LAG], generates a session identifier sidr 4, , €x-
tends sidr 4, into sidpaq,, for BV, and transmits sidz aq,,,

to VBV},. The extension approach is based on the Hamming
distance d € N*. Thereafter, V BV, generates a pseudo-status
PSTyvpv,, extends PSTy gy, into a series of pseudo-status

values PSTv pv,,. V BV}, continues to compute My gy, ,, and

replies My gy, , to LAG),.
My pv,, = sidrag,, ® PSTvpv,,-

2) LAG}, Authenticating BV},; and Real-to-Pseudo Status
Mapping: Upon receiving V BV}, ’s response, LAG), generates
a pseudo-random number 7, 4, , extends 77, A, Into T AG,,
for BV}, extracts the corresponding identity flag Fr 4¢, , and
computes a combined session identifier sid;.

sid; = fo(sidpy,, @ sidrac,,)

LAG), transmits rzaq,,

then BV},; locally derives sid$ , -

FLAGh ||9Zdl ||AJVBV;”-
.. and PST{ g .

to B‘/hia

.t —1, - .
sidp ag,, = fo  (sid;) @ sidpy,,

¢ .
PSTVBVM = ]M'VBVM D ‘%dLAG;”-

BVy,; performs the quick check on LAG) by checking
whether the received F7a¢, has the correct timestamp. If it
does not hold, BV},; will terminate the protocol. Otherwise,
the protocol will continue. BV},; extracts the corresponding
in-group key k;,;, performs the symmetric key encryption to
obtain E'gv; ,, and computes HMAC function to obtain Hgyv;, |,
in which BV},;’s real-status STgv,, is wrapped by VBV},’s
pseudo-status P STy gy, , .

Epv,, = Ey, ((sid),ag,, ®rrac,,) | Fsv.,)
Hpv,, = Hy, (PST{ gy, IST5v,,)

BVy,; transmits Epv,, ||Hpv,, to LAG),, thereinto Egy,, is
used for authentication, and Hgy;, is used for real-to-pseudo
status mapping. Upon receiving the message, L AG, extracts
kyi to compute Ey ¢, , -

Eracy, = Er,,((sidrac,, ® reac,)|1Fsv..)

LAG), verifies BV}, by checking whether the computed
Ey aq,, equals the received £y, , . If it does not hold, LAG),
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BVy | j={1,..]}

- Generate sidpy;
Extract Fpy;

sidpwyj|| Fav; o

- Derive: Fragy, PSTtvBy;
- Quick check LAG,
Ascertain Gid,
Extract gidy;, ky
- Compute k', Ggaw;
Check LAC:: Ggpwj=GgLacvj
- Compute Hpwyj, H'sw;

| ruacyll Fill Ggragyill Mvsw

Hawyj||H sy

MLy

- Compute: PSTgwj, APSTswyj, Avj, My
Mpwy;

- Quick check BVy;
Ascertain gidyi

- Generate/Extend: rracy—=riacy
Extract Fracv, Gidy, kv
Compute Fj, k'j, Ggracyj

- Compute Hracy
Check BVyj: Hiacvi=Hpwj
- Map: H'pwj=>PSTsw;
Compute Myacy

- Compute Z,=Y,(Ay)
Aggregated-proofs:
Poyo=(2v, {rLacv}, {sidswy}, {Fewi}, {Mpw;}, {PSTawy})

| VBV, I

- Generate/Extend:
PSTvew—PSTvpw;
Compute Myawy;

LAG,

SidBVV/

A

PSTysyj|| Myawy

Fig. 4. The visiting mode of AP3A: The interaction among BV, ;, LAG, and V BV,,.

will regard the suspicious BV as an illegal vehicle and elimi-
nate it from the protocol. Otherwise, LAG), will perform status
mapping from Hpgy,, (including the real-status S1gy,,) into
the pseudo-status P STy, , to realize further anonymous data
transmission.

3) Pseudo-Status Storage and Recomputing on V BVj,:
LAG), transmits the pseudo-status PSTgy,, to VBV,,. VBV,
stores STpy;,, and computes the updated P STy, .

PSTB‘h - PSTB‘/, @]\/[‘ B‘h/

VBV, replies PSTgVM to LAG,. The pseudo-status
storage provides the following data inquiry services for BVj,;.
BV, can inquiry its accessing data by providing the anony-
mous PST4y,  without revealing any sensitive information.

4) BVy; Authenticating LAG;, and Aggregated-proofs
Generation: Upon receiving PSTjBVI ., LAG,, extracts the
pseudonym PIDrag,,, updates kj;, and computes E7 4.
and AMLAGM .

"hi>

khi = fiknill(rpag,, ® sidpy,,))
ELag,, = Ex (Mypv,, © sidrac,,)||IPIDrac,,)
Mpac,, = fo(Mv v, |PSTgy,,)

LAG), transmits £ AGhs ||M1, ac,, to BVy,; for authentica-
tion. BV},; obtains the updated k; ., and computes EW;”

heo
EJ/‘BVM = Ek;,,,(PSTé'BV,“||PIDLAG;@)

BV),; verifies LAG}, by checking whether the computed
E%y. . equals the received B} 4., . If it holds, BVj; will
regard LAG), as a legal aggregator. Otherwise, protocol will
terminate. When BV/,; has been fully charged or wants to quit
the charging operation, it computes PSTqy, , APSTLy,
Ay; and Mpy, ., in which the real-status variation AS Tgy,, is
wrapped with APSTgy. .

PSTpy,, = fo (Mrag,.) ® Myvpy,,
APSThy,, = [o(PSTgy,,)
Ap; =ASTgy,, © APSTI?VM
Mpv,, = f3(sid; & Ap; & PSThy, )

BV},; transmits Mpy,, to LAG}, for the aggregated-proofs
establishment. LAG) periodically computes the aggre-
gated pseudo-status variation ;. LAG), obtains the aggre-
gated-proofs Ppy, , and periodically uploads Pzy; to C'A.

I

DIPRE Z(Ah,i)

i=1

I
=Y (PSTpy,)®F (HMB”)

i=1

@Z (sid;)

(Eh7{7L4Gm} {”d} {FBV/M} {MBML}’
{PSTBV;,,;})'

PBVh

Thereinto, the denotations {rraq,, }, {sid;}, and {X gy, }
(X € {F,M,PST'}) represent {BV},1,...,BV,r}’s corre-
sponding values, and the relation of { f3(.), ()} is applied to
obtain >, that is provided for power scheduling. Afterwards,
C'A derives the real-status variation ASTgy,, for billing pur-
poses.

ASTpv,, =f2(PSTgy,,) ®

(PSTgpy,, ® fs ' (Mpv,,)

B. Authenticating Visiting BVs

Fig. 4 shows the interaction among BYV,;, LAG,, and
V BV, in the visiting mode, in which the out-group vehicles
{BV,1,...,BV, s} are not under LAG,,’s default jurisdiction,
and the out-group LAG, only provides the basic power ser-
vices without storing BVs’ privacy data or providing additional
data inquiry services. The limited authority is appointed for the
visiting mode according to the practical applications.

1) Query Challenge of BV,; and Activation of VBV,:
BYV,; generates a session identifier sid IBv,, , extracts the corre-
sponding identity flag Fgy, ;, and transmits sidpy, ||FB‘,;U to
LAG,. Upon receiving the query, LAG,, performs the quick
check on BYV,; by checking whether the received sid BV,
and f'py,; repeatedly emerge within an unacceptable time
interval. If so, LAG, will refuse the query and eliminate the
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suspicious BV from the protocol. Otherwise, L AG,, will ascer-
tain BV,,;’s group attribution via F'gy, . and obtain the group
identifiers gid,;. Thereby, LAG,, knows that BV,; belongs
to the out-group vehicles, and the visiting mode is launched.
LAG, forwards sidpy,, to V. BV,. Upon receiving the mes-
sage, VBV, generates a pseudo-status PSTy gy,, extends
PSTyv py, into a series of pseudo-status values P STy BV,
and computes My gy, ;.

MVBVTJ- = SidBVUJ @ PSTVBVUJ' .

2) Mutual Authentication Between BV,,; and lag,: When
/,,» it generates a pseudo-
random number 7z ¢, , extends rLAG, Into v AG.; for BV,,;.
Thereafter, LAG,, extracts { F'r ac,, Gid,, k,; } to compute F;,
k’ and GgLAG[,j .

v J 2
F; = fo(Fpv,, ® Frac,)
by = filkojlroac,;)
Gyrac,; = Hy, ((Gid, ® gid,;)|PSTv5v,,)
LAG, transmits rrac,, . to BV,

and BV,; locally derives Ff ,;, and PSTy gy, .

Fiag, = fo '(F)) & sidgy,,
PST(’/BV,, = My py,; @ sidpy,,

BYV,; performs the quick check by the derived Ft aG,» and
further ascertains LAG,,’s group attribution to obtain the group
identifier Giéd,,. Thereafter, BV.,,j extracts {gid,,;, k.; }, updates
k!, ;, and computes Gggyv, ,

(e
/f’w' = fl(kvj”TLAGuj)

Gygv,, ZHk;j((Gidn S .S’Z'dnj)”PSTé'BVUj)

BYV,; verifies LAG,, by checking whether the computed
Gg Bv,,; equals the recelved Ggrag,,. Ifitdoes not hold, BV,,;
will regard LAG, as an illegal aggregator and terminate the
protocol. Otherw1se, BV,; will compute Hpy,, and H; BV,
then transmits H gy, | Hpy, . to LAG,. *

HBV”'
/
Hpy,,

(rrac,; [|(F; @ sidpy,,))

= HGgB\q,j (P ST\g/Bm j 15T5v,,)

=Hgy, Vi

Upon receiving the message, LAG, computes Hyac,;,
and verifies BV,,; by checking whether the computed Hy, ¢,
equals the received Hpy,,. If it does not hold, LAG, will
regard the suspicious BV as an illegal vehicle and eliminate it
from the protocol; otherwise, the protocol will continue.
= Hg

Hpag,, grac,

Jrpac,, |(Fj & sidpy, ;).

3) Real-to-Pseudo Status Mapping and Aggregated-Proofs
Generation: LAG, performs status mapping from the received
Hj Ve, (including the real-status ST’gy, . ) into the pseudo-status
PSTgy, ., - Thereafter, LAG, computes and transmits M, AG,;
to BV, B

Mpaa,; = fo(Mvpv,, @ PSTgy,,)
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In the case if BV, ; has been fully charged or wants to quit the
charging operation, BV,,; will compute P STy, ,, APSTgy, s
A“]" and IMBVM .

PSTgv,, = fy "(Mpac,,) ® Mysy,,
APSTgy,, = fo(PSTsy.,)
Ay = ASTan % APSTBVM
Mgy, = f3(sidpy,; ® Ay; ® PSTgy, ;)

BV,; transmits Mpy,. to LAG, for the aggregated-proofs
establishment, and LAG,, perrodlcally computes the aggregated
pseudo-status variation X, to establish the aggregated-proofs
Ppv,, and then periodically uploads Ppy, to C'A.

J
Y = Z(Avj)

G=1

J
=Y (PSTgv,,) H Mpyv,,

7=1

J
Z @ZdBV

Ppy, = (E'w {7 raa.,,; 1 1stdpv,, },{Fpv,, }.

{Mpy, },{PSTsv,,}).

Thereinto, the denotations {rzac,,} and {Xpy,,} (X €
{sid, F,M,PST}) represent {BVis,...,BV,;}’s corre-
sponding values. C'A further ascertains 3V,,;’s specific identity
by Fpy, ., and derives the real-status variation ASTpy, . for
billing purposes.

=f2(PSTgyv,,) ®
&b SidByfvj).

ASTgy,, (PSTgv,, ® f5 '(Mpv,,)

C. Requirements and Approaches for Authenticating BVs in
Different Modes

In this section, we will clarify the privacy requirements to
authenticate BVs in different modes, and present the approaches
to satisfy the authentication differentiations.

1) Power Service Privilege: The home mode serves for
in-group entities to provide the distributed power services
and other data inquiry services. Thereby, V BV} performs
pseudo-status storage and recomputing to conduce to later
data inquiry. V' BV}, stores the pseudo-status PSTgy,,, and
re-computes PSTpy. = PSTgy,, @ Mypy,, to realize
pseudo-status inquiry W1th1n an allowable time interval. Hence,
the home mode allows V BV}, to store PSTgy,, for VBV},’s
future retracing. The visiting mode serves for out-group entities
to only provide the basic power services without allowing
V BV, to store a BV’s pseudo-status for privacy consideration.

2) Power Status Derivation: In a practical application, the
in-group and out-group entities share different secrets and al-
gorithms. It is necessary for the home mode to perform the re-
versible SKE algorithm by the in-group keys for mutual authen-
tication, and for the visiting mode to apply the nonreversible
HMAC function to avoid data inverse derivation.
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Towards authentication operators, BV}; performs the
symmetric key encryption on {sidZLAGM JTLAGH s FBV:,, |
with the in-group key kj; to obtain Epgy,,, and on
{PST{ gy, . PIDpag,,} with the updated key kj,; to obtain
EBV]“, The authentication operators are computed via sym-
metric key encryption. While BV,,; applies HMAC function
on {Gid,, gid,;, PSTVBV .} with the updated out-group
key k! ,;» and on {reac,, azd /Bv,,, } with the group identi-
fier-based key Gyggy, .. It reahzes that {BVy;, LAG} verify
each other based on the reversible encryption algorithm, and
{BV,;, LAG,} perform the verification via the nonreversible
function, which conforms the two modes’ conditions.

3) Entity Group Attribution: The group attribution can rec-
ognize that whether the communicated entities belong to the
same group, initiate the corresponding home or visiting mode,
and extract the in-group or out-group keys for authentication.

In the home mode, LAG), can recognize that BV},; belong
to the in-group entities by the identity flag Fizy,,, and the
following authentication does not need to introduce any group
identifier. Different from the home mode, the visiting mode
performs the group attribution extraction with the purpose
to ascertain the BVs’ general group information, rather than
to obtain the detailed identity information. 5V,; and LAG,
need extract each other’s group identifiers {Gid,, gid,;} as
the authentication operators, and ascertain the corresponding
out-group keys k,;. {LAG),, LAG,} can only know that the
corresponding in-group BV}; or out-group BV, ; has accessed
the networks, rather than acquaint {BVM,BVT,J-}’S specific
identity. This process can enhance privacy preservation since
there is no real identifiers leakage.

4) Entity Prior-Trust Degree: The home and visiting modes
have different authentication demands. Particularly, L AG}, first
performs authentication on BV3; in the home mode while BV, ;
first verifies L AG,, in the visiting mode. For BV},;, it knows that
the accessed aggregator LAG), is its home aggregator, thereby
LAG}, has a strong demand to verify the unknown BVj;,;. For
BYV,;, itknows that LAG,, and itself belong to different groups,
and it is a more vulnerable entity and has a stronger demand to
authenticate L AG,,. Therefore, it is desirable for BV, ; to first
perform verification on LAG,,.

5) Entity Session Control: In the home mode, BV}; and
LAG}, jointly work to monitor the active session in order to
maximize LAG,’s session control efficiency, which is con-
venient for the in-group aggregator to provide full services
for its supervised BVs. Particularly, { BV, LAG}} generate
session identifiers {sidpv, ., sidrag, }, and LAG) extends
sidr ag, into sidraq,,. The re-computed session identifiers
sid; Jo(sidpy,, @ sidpag,,) are obtained to guarantee
session freshness. Comparatively, in the visiting mode, only
BYV,; owns the initiative to generate and control session iden-
tifier sidBVUj. LAG, does not publish any session identifier
to minimize the access privilege of the out-group BVs, and
provides the basic power services.

V. ATTACK ANALYSIS

We perform attack analysis, including impersonation attack,
replay attack, and denial of service (DoS) attack.
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A. Impersonation Attack

Impersonation is a typical attack, in which an attacker forges
as a legal entity to obtain the access authority. For instance,
an imitated vehicle BV, impersonates as an in-group vehicle
BV} (or an out-group vehicle BV ,,,) to access LAG), (or
LAG,). If the aggregator cannot discern the suspicious vehicle,
BV, may perform power stealing or cheating. For another un-
frequent instance, an imitated local aggregator serves as LAG},
(or LAG.,) to collect BV's’ power status. If the BV's cannot
recognize the suspicious aggregator, the sensitive data may be
abused with malicious intentions. .

1) BV Impersonation Attack: Suppose that BV, disguises
as BV; to cheat LAG with the imitative messages.

In the home mode, BV he impersonates BV, to transmlt a
forged query adeV ||Fm,” to LAG),. Suppose that BVha
can pass the quick check and LAG), considers that the query
is from DBVj.. LAG) generates and transmits sidrac, .
to VBV, and VBV, replies Myvpv,. to LAG,,. Subse-
quently, LAG}, obtams {rrac,. . Fr LAGH: szd }, and transmlts
TLAG). HFLAG}, ”%Cl HA{VBV},., to ZBVvha Afterwards tha
skips the quick check, and locally computes E’ . Thereinto,

BV;,G cannot obtain B VhT s in-group key khT Upon receiving

Bv ||H from BV;W LAG}, extracts kp,-, and compute
hox h «

L aq,. toverify BV;,O It turns out that LAG, regards BV;m
as an illegal home vehicle according to Er a¢,. # E—~ ,in

BV’
which k., # k‘;,a o
In the visiting mode BVW impersonates BV, to transmit
a forged query %dé\ |Fsv, to LAG,. Suppose that

F 'Bv._ has an acceptable timestamp, and BV va could pass

the quick check. Thereafter, LAG, considers that the query
is from BV,,. by the received FBVW, and forwards sid o
to VBYV,. Upon receiving the message, VBV, computes
the corresponding PSTyvpy, y

- and Mypyv, , and trans-

o

mits PSTvpv, ||M‘ nv,. to LAG,. Then, LAG, obtains
{rL. 4G,77FLAG Gld“ ]%L-,—} and computes Gyy, AG,. .LAG,
transmits rrac,, E; ||GgLAGM||zWVBy to BV,q, and

BV v €an locally compute Gy 795y - Skipping the quick check

and authentication on LAG,,,, BVWv computes and transmits

bél 5. ||H d to LAG,. Thereafter, LAG,, locally computes
Hipaq,, to Verlfy BV, vee- It turns out that LAG regards | BV ver

as an 1llegal visiting vehicle according to Hr 4z, # H— 50

and the inconsistencies of {Gyrac, ., G‘(]ﬁ/m }, in Wthh
kor # koo and gidy, # gid,,.

2) LAG Impersonation Attack: Suppose that an attacker im-
personates LAG to collect the power status of BV

_In the home mode, LAG impersonates a home aggregator
LAGh to receive BV}, ’s query sidgy, ||FBv,. - Thereafter
LAG n skips the quick check to generate and transmit s’@d e

to VBVh After a series of operations, BV, receives

f'm’ ||F ac, ||szd ||1M‘ BV, and performs the /quck
to LAG,,.

check on LAG BV, transmits Esv,_||Hsv,.
Thereafter, LAG R d1rectly transmits the mapped pseudo status

PS'TBV,T to VBV,. VBV, replies PS’TB‘ to LAG),,
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and LAG h

E’L/A\G’ ||A4LAC , BV}, computes ngn
in which PSTVBV,” = Myzy, @ (fo '(sid.) @ sidpy,.).
It turns out that BVQ,T regardsALAG & as an illegal home aggre-

gator according to Ejg‘m + E;:/A\G ,in which k., # kp. and
E hT

PIDyag,. # PIDLACM

In the visiting mode, LAG impersonates a visiting aggre-
gator LAG, to receive sidpv, ||Fpv,, . After passing the
quick check, LAG forwards sidpy,, to VBV, thereafter
VBV, replies PST 5. M5 - LAG, further com-
putes Gg [Ac,. to transmit 7“/:@
to BV,-. BVUT extracts {gid,,,
verify LAG,.
illegal visiting aggregator according to Gg BV,.

Upon receiving

to verify LAG o

further computes £’ —
A

hr

LAG,. HMxﬁa\vw
UT} computes é\gB‘ to
It turns out that BV, regards LAG as an
# ngAG
in which ky,r # kna, Gid, # Gid,, and gid,. # gid,,,.

B. Replay Attack

Replay attack means that an attacker eavesdrops a legal en-
tity’s messages during former sessions, and in another session
the attacker replays the intercepted messages to involve into the
current communication. For instance, an illegal vehicle BV re-
plays BV’s query to challenge LAG, or an illegal aggregator
LAG replays LAG’s response to reply BV’s query.

1) BV Replay Attack: Suppose that an attacker BV, replays
BV:’s outdated query to involve into the communication.

In the home mode, BV, intercepts BV;..’s former mes-
sages to replay the outdated query sid%{. ||Fgd to LAG,.
Upon receiving the query, LAG), performs the qurck check
on BV 4. It turns out that {sid%d . Fgid '} have repeatedly
emerged, and F]%l{ifhf has a wrong timestamp, thereby LAG),
may refuse BV he 'S query. In a worse condition, the protocol
may continue, and LAG), generates a new sidy%, . There-
after, {LAG,, VBV,} perform the correspondmg\operations
to transmit r7 %% |[F7AE, [|sidr|| M5y, to BV ha. Upon
receiving the message, BV ho skips the quick check and di-
rectly responds with the formerly intercepted By, [Hg
Upon receiving the message, LAG) extracts ky- to compute

r4¢G,. » and verifies BVha by checking whether E75¢,
equals E};’{’} It turns out that LAG), regards BV;M as an

# E%{. , in which
sidy, # s, L and iyl g,
In the visiting mode, BV, transmits an outdated query

new

illegal home vehicle according to E75¢,

sidyy. ||Fg  to challenge LAG,. LAG, identifies that
{szd"Bl‘élr,Fgér} are abnormal and eliminates BV,

from the protocol. In a worse condition, LAG, may ig-
nore the mistake, and {LAG,,VBV,} proceed with the

Then, LAG, transmits
riac,. TGy A, | Mgy, 1o BV, and BV,
replies the intercepted H BV . || H 55 Told to LAG,,. Afterwards,
LAG, computes the uchlEad ’L“‘f;f;w
out that LAG,, regards BV ,,, as an illegal visiting vehicle ac-
cording to HEZ% # HYe | inwhich Ggp3y,  # Ggat. |
and F:’E“} 7& F:Id.

Teeuw

operations to obtain Ggrie .

to verify BV v It tUrns

new

TLAG,. # TLAG
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2) LAG Replay Attack: Suppose that an attacker LAG re-
plays the intercepted messages to collect BV's” power status.
In the home/n\mde, LAG) intercepts LAG),’s former mes-
sages. When LACih\receives BVi,;’s query sid'yyt || Fpsy i
another session, LAG), directly replies the formerly 1ntercepted
j’_ij | gl ||sid2! || MYty to BV, . Uponreceiving the
outdated message, BV}, derives the distorted 9id‘i"j}§’h by the
inconsistent sid?'?. According to the quick check on LAGh,
it turns out that F flgG has a wrong timestamp that is beyond
the acceptable time interval so that BV}, refuses LAG},. In a
worse condition, BV Vpr may /g\nore the mistake, and transmit
B [|HEY  to LAG),. TAG, replies E}fi{lc, . ||]\4j-jljf(vhr
without authenticating BV;,,. BV}, computes E5" to verify
LAG),, in which PSTé’g{ih # JW{’%M D szd"Ll;{Gh
out that BV}, regards LAG 1. as an illegal aggregator according

- It turns

to ER # Epht, and the inconsistencies of { k7", kl’(‘;’ d
new o] new (]
and {PID}%%  PID, } in which sidg7  # sidgS, .

In the visitlng mode, LAGL, intercepts and replays
LAG ’s former messages. Upon receiving BV,;’s query

v |[FyY.  in another session, LAG, replies the
outdated rf—j‘iGL_ \F;’MHGgZ’jG”H]\/ o4 . Thereafter,
BV,, performs the quick check on LAG, by the distorted
Finew = fo'(Fey @ Fps . The e identity flag has wrong
timestamp so that BV, refuses LAG . If BV, ignores
the mistake, it will compute Ggz7’ to verify LAG,.
Here, kol kmew = f(k LT||TL4G ). It turns out that

BV,, regards LAG, as an illegal visiting aggregator ac-
# Gy and the inconsistencies of

PSTEy }, in which sidy? # sidgy .

new

cording to Gg BV
{PSTYs¢

C. Denial of Service Attack

DoS attack may be caused by flooding data streams or jam-
ming channels to interfere in the normal communication. An
attacker may disguise as legal a BV to transmit a huge number
of queries with false addresses. The purpose of the DoS attack is
not to capture a BV’s sensitive information, but rather to ensure
that a legal entity cannot establish communication.

In AP3A, the quick check mechanism is able to resist the
DosS attack. For instance, an attacker .A may disguise as BV j,,
to consecutively challenge a legal LAG),. Upon receiving the
queries, LAG), performs the quick check on BV 1, by verifying
whether the received sid—~  and F/\ repeatedly emerge
w1th1n an unacceptable tlme 1nterval LAG’;, can discern the il-
legal BV V1o according to the one-time-valid session identifier
Sid—~ o3 and the incorrect timestamp in the identity ﬂag Z
and will eliminate it from the protocol without influencing othEr
ongoing authentications. Thus, .4 cannot involve into the ses-
sions to disturb the normal communication.

VI. SECURITY ANALYSIS
We perform security analysis that focuses on the security re-
quirements for V2G networks, and present the main features.

A. Data Confidentiality and Data Integrity

Data confidentiality and data integrity are achieved by the
anonymous aggregated-proofs. Towards the aggregated-proofs



LIU et al.: AGGREGATED-PROOFS BASED PRIVACY-PRESERVING AUTHENTICATION FOR V2G NETWORKS IN THE SMART GRID

{Psv,,Ppv,}, six parameters are included: {X,X,} are
the aggregated pseudo-status variations to provide infor-
mation for power scheduling, the pseudo-random numbers
{rLac,;»TLac,,; } and the session identifiers {sid;, sidgy,, }
are used to guarantee data randomization and session freshness,
the identity flags { Fzv,,, Fisv,, } are used to determine BV's’
group attributes, { Mgy, Mgy, } and { PSTyy, . PSTgy,, }
are used to derive the detailed real-status for bill purposes.
Meanwhile, { BV},;, BV,,,J-} apply HMAC functions on the cur-
rent real-status {STpv,,, STsv,, } to obtain {Hpv,,. Hpy, _},
in which {STgv,,,5Tgy,,} have been wrapped with
{PSTyy,,. PSTypy,,}. Upon receiving the messages,
{LAG}, LAG, } map their respective real-status-inbuilt values
{Hpv,., Hpy,, } into the pseudo-status { PSTgv,,,, PSTpv,, }
to realize anonymous data transmission. Particularly, the aggre-
gated-proofs are established based on the distributed networks,
which may reduce the dependency on the central authority.
Meanwhile, LAG applies the primary authentication on
multiple BV's, and eliminates any suspicious BV's from the
protocol without influencing other ongoing authentications.
Meanwhile, the identity flags with the timestamp are used for
the quick check, which may terminate the malicious message
challenges to alleviate the DoS attack, and to provide enhanced
data availability.

B. Mutual Authentication

Two round mutual authentications are performed to establish
trusted relationships. In both the home and visiting modes, BV's
and LAG first perform the quick check based on the received
session identifiers and identity flags. Thereafter, BV s and LAG
verify each other by SKE or HMAC algorithms. During the ex-
ecution of the cryptographic algorithms, the in-group key ky,;
is assigned to BV},; and LAG),, and the out-group key k,,; is
assigned to ¢gp,,; and G'P,. If and only if both mutual authenti-
cations succeed, BV's will transmit the pseudo-status to LAG
for the final aggregated-proofs establishment.

C. Dynamic Participation

Suppose that {BV};, BV,;} have established communica-
tion with {LAG,, LAG,}. During the ongoing communica-
tions, newly joined in-group BV}, (or out-group BV,,,,) forn =
{1, . ,N}, transmits SidBth FBth (or SZ‘dBVM ||FBV,4,,7 ) to
challenge LAG}, (or LAG,). Upon receiving the new queries,
the interactions of BV4, o and LAGy, ,, are performed in the
corresponding home or visiting mode without interfering with
the existing operations of { BV4;, LAG}, } (or {BV,;, LAG,}).
When some BV have fully charged or want to quit the charging
operations, BV},; (or BV,;) immediately transmits Mgy, (or
Msgv,;), and LAG, (or LAG,) periodically uploads the cur-
rent aggregated pseudo-status along with other parameters to
C A. Furthermore, even if only one BV (e.g., BV}, ) communi-
cates with an aggregator LAG,, the aggregated pseudo-status
Yh = Apm = PSThy, @ F'(Mpy,, ) ® sid,, cannot re-
veal BV}, ’s real-status. L AG ), knows nothing about the func-
tion f2(.), so that it cannot compute AP ST}y, to derive the
real-status variation ASTgy, .
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D. Forward and Backward Unlinkability

Towards {BV;, LAG;}, the session identifiers
{sidpv,,,sidrag,,} are XORed as the combined session
identifier sid;, and the timestamp in the identity flags
{FBv.,, Frag, } are dynamic to ensure the identity random-
ization. Towards { BV,,;, LAG, }, the session identifier sid gy, ,
and the combined identity flag F}; jointly guarantee the session
freshness. Meanwhile, the home and visiting modes also intro-
duce the extended pseudo-random numbers {7z Ac;;, "LAG,, }
and pseudo-status {PSTy gy, PSTyvpy,,} to make the
communication unlinkable, and the nonreversible HMAC
function assists to provide forward and backward security.
The attacker regards the previous sessions as random even
if both BVs and LAG have been corrupted, and regards
the subsequent sessions as random even if the attacker
can intercept the current exchanged messages. The current
security compromises cannot correlate with the previous and
subsequent interactions due to the introduced pseudo-random
values (e.g., session identifier).

E. Privacy Preservation

Towards the privacy, {LAG), LAG,} may attempt to cor-
relate {BV}.,,. BV, }’s specific identifiers with the detailed
power status. In AP3A, privacy preservation is addressed
by introducing anonymous aggregated-proofs, which real-
izes that multiple BVs’ pseudo-status values are uploaded
in a whole group without revealing any individual privacy.
{LAGy, LAG,} derive the aggregated pseudo-status varia-
tions in the form of { X3, 2, }, and upload the aggregated-proofs
{Psv,, Psv,} to CA for power scheduling. {LAGx, LAG,}
can obtain the aggregated pseudo-status variation of multiple
BV's without revealing an individual BV ’s real-status, and the
relative values reflect the power demands to offer service for
power management (e.g., real-time scheduling). Furthermore,
the pseudo-identity flags {Fgv;,. Fizv,,} are appointed di-
verse access authorities for LAG and C'A. Concretely, LAG
can only ascertain BV's’ group identifiers {gidy; ,gidvj} for
launching a specific working mode, rather than obtaining the
real identities. C'A owns a full-authority on {Fgv,,. Fisy,, },
by which it can derive the real identities for billing purposes.
Such authority separation mechanism may provide auxiliary
support for privacy consideration.

VII. PERFORMANCE ANALYSIS

The storage requirement of a BV includes a real identifier
IDgy, a pseudo-identity flag Fgyv, a group identifier g¢d, an
in-group key £y, an out-group key &, and two access lists of ag-
gregators’ identity flags and pseudonyms {Lr, ... LPip, 4 }-
LAG is assumed to be a hardware-unrestricted entity, which
includes a pseudonym PIDy 4¢, in-group key set {kn;}, and
out-group key set {%,, }. Meanwhile, BV has additional com-
ponents: metering device, control and communication module,
and the hardware cost is moderate [3], [15].

The computation load mainly consists of the bitwise logical
operation (BLO), pseudo-random number generation (PRNG),
symmetric key encryption (SKE), keyed hash message au-
thentication code (HMAC), and other defined arithmetic
functions (DAF). The computation loads of the home and
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TABLE 11
THE COMPUTATION LOAD
The Home Mode The Visiting Mode
BV,; LAG, VBV, BV,; LAG, VBV,
BLO 8 7 2 8 6 1
PRNG 1 1 1 1 1 1
SKE 2 2 — — — —
HMAC 1 - — 3 2 —
DAF 5 7 — 5 7 —

visiting modes are presented in Table II. Both modes have
comparable computation loads, and the main distinction is on
SKE and HMAC operations due to the practical applications. In
AP3A, lightweight and flexible encryption algorithms may be
recommended. For instance, AES 128-bit keysize encryption
[30], needs less than 5 K logic gates for tiny solution, less
than 9.5 K logic gates for standard solution, and less than 27
K logic gates for fast solution. HMAC-SHA-256 [31] needs
less than 30 K logic gates. Meanwhile, the extension approach
on {sidpag,rrac. PSTvpyv} is based on the pre-defined
Hamming distance, and avoid performing the PRNG operation
for each BV to alleviate redundant calculations.

The communication overhead depends on the data packets
during the protocol execution. The authentication scheme
completes via 4 rounds for the home mode, and 3 rounds
for the visiting mode. Thereinto, the pseudo-status storage
and recomputing phase does not executed in the visiting
mode. Suppose that: 1) the session identifier, identity flag, and
pseudo-random number are 16-bit length; 2) the pseudo-status
and its variant are 64-bit length; 3) the encrypted SKE and
HMAC values are 128-bit length. Thus, the communication
overheads of { BV, LAG} and { LAG,V BV} are estimated as
(82 + 26) = 108 bytes in the home mode, and (80 4 18) = 98
bytes in the visiting mode, respectively. The communication
overhead is lightweight for the current communication envi-
ronment.

VIII. CONCLUSION

In this paper, we have identified a new security challenge for
authenticating different group BVs, and proposed an authen-
tication scheme AP3A with the home and visiting modes in
V2G networks. The proposed scheme applies anonymous ag-
gregated-proofs to achieve an aggregator simultaneous authen-
ticating BVs without compromising individual privacy. Besides
the accredited privacy preservation, other essential features in-
clude mutual authentication, dynamic participation, and session
unlinkability. Security analysis and performance analysis indi-
cated that AP3A can perform securely and efficiently for V2G
networks.
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